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Abstract: Wireless sensor networks (WSNs) consist of distributed, autonomous devices that collaboratively monitor and sense 
physical or environmental conditions. WSNs encounter several challenges, primarily due to communication failures, 
computational and storage limitations, and constrained power resources. In recent years, computational intelligence (CI) 
paradigms have been successfully employed to address various issues such as data aggregation and fusion, energy-efficient 
routing, task scheduling, security, optimal deployment, and localization. CI offers adaptive mechanisms that demonstrate 
intelligent behavior in complex and dynamic WSN environments, providing flexibility, autonomy, and robustness against 
topology changes, communication disruptions, and evolving scenarios.

However, WSN developers often lack awareness or a comprehensive understanding of the potential of CI algorithms. 
Conversely, CI researchers may not be fully familiar with the practical challenges and specific requirements of WSNs. This 
disconnects hampers collaboration and innovation. To bridge this gap, this paper provides an in-depth introduction to WSNs and 
their characteristics. It also presents an extensive review of CI applications across various WSN-related challenges, drawing 
insights from diverse research fields and publication sources. Additionally, the paper discusses the advantages and limitations of 
CI algorithms compared to traditional WSN approaches and offers a general evaluation of CI algorithms as a guide for their 
application in WSNs.

Keywords:  Wireless Sensor Network, Computational Intelligence, Clustering Algorithms
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CI paradigms have found practical applications in fields like product design, robotics, intelligent control, 
biometrics, and WSNs. Researchers have successfully applied CI techniques to address numerous challenges in 
WSNs. However, these applications are being developed across various research communities, with no unified 
overview of the work. Most of the contributions are scattered across journals and conferences that do not primarily 
focus on WSNs.

The objective of this survey is to bridge this gap by providing a concise yet comprehensive overview of various CI 
approaches and their applications, offering WSN researchers fresh perspectives and inspiration. Additionally, the 
survey highlights unresolved challenges in WSNs and explores potential CI applications, aiming to motivate 
researchers to integrate CI techniques into WSN-related studies and developments.

1. Introduction
A wireless sensor network (WSN) comprises distributed, autonomous devices that cooperatively sense or monitor 
physical and environmental conditions [1]. WSNs are utilized in diverse applications, including environmental 
monitoring, habitat tracking, natural disaster prediction and detection, medical monitoring, and structural health 
assessment [2]. These networks consist of numerous small, low-cost, disposable, and self-sufficient sensor nodes, 
typically deployed ad hoc across large geographical areas for remote operations.

Sensor nodes face significant constraints, such as limited storage, computational power, communication bandwidth, 
and energy supply. Generally, sensor nodes are organized into clusters, with each cluster having a designated cluster 
head. The cluster head aggregates data from the nodes and forwards it to a specialized node, known as a sink node or 
base station, via multi-hop wireless communication, as illustrated in Figure 1. However, some WSNs may be 
simpler, consisting of a single cluster with one base station [3]–[5]. Other configurations, such as networks with 
multiple base stations or mobile nodes, are also possible. Article [6] provides a classification of WSNs based on 
communication functions, data delivery models, and network dynamics.

Resource limitations and dynamic topologies introduce challenges in areas such as network discovery, control and 
routing, collaborative data processing, querying, and task assignment [2]. Computational intelligence (CI) 
incorporates principles of learning, adaptation, evolution, and fuzzy logic to create intelligent systems. Beyond 
paradigms like neural networks, reinforcement learning, evolutionary algorithms, and fuzzy systems, CI also 
includes approaches such as swarm intelligence, artificial immune systems, and hybrid methodologies.
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2. Literature Review
This survey aims to provide a comprehensive overview of the application of computational intelligence (CI) 
techniques to address challenges inherent in wireless sensor and actuator networks (WSANs). Despite both CI and 
WSANs being active research domains, they are seldom explored together in a unified context. To the best of our 
knowledge, this is the first systematic review that categorizes, analyzes, and compiles CI applications within the 
WSAN field, effectively bridging the gap between these two complementary paradigms.

While some existing works delve deeply into specific niche areas relevant to our survey, research explicitly linking 
CI to WSANs remains limited. Survey papers and books focusing on WSANs [11–15] are relatively scarce 
compared to those addressing WSNs as a whole [16–18] or targeting specific WSN problems [19–24]. Even in 
studies where CI methods are used, they are often not the primary focus.

Some researchers have highlighted the use of specific CI methods in addressing particular WSN challenges [25, 26], 
while others have examined how a single CI technique applies to multiple WSN-related problems [27–34]. Although 
valuable, these studies are narrower in scope and do not emphasize WSANs. This survey builds upon these 
contributions to present a broader and more holistic perspective, specifically tailored to the WSAN domain.

Ø Characteristics: WSNs lack fixed communication infrastructure and rely on shared wireless media, which 
introduces issues like unreliable and asymmetric links. However, the broadcast advantage allows packets sent to one 
node to be received by all its neighbors.

3.2 Mobility and Topology Changes
Ø Characteristics: Nodes may join, leave, move, or fail, causing dynamic topology changes. Networks must 
remain robust to such disruptions.

3.3 Energy Constraints
Ø Characteristics: Nodes operate on limited energy, often with no possibility of battery replacement or 
recharging. Communication tasks consume the most power, necessitating energy-efficient protocols.

3.4 Physical Distribution

3. Challenges In Sensor Networks
Real-world deployments of wireless sensor networks (WSNs) typically support one of three primary applications: 
periodic reporting, event detection, and database-like storage. Periodic reporting, the simplest and most common 
scenario, involves sensors sampling the environment at regular intervals, storing the data, and transmitting it to base 
stations. These networks often connect to actuators, such as automatic irrigation or alarm systems, and are widely 
used in monitoring applications like agriculture [7,8], microclimate [4,5,9], habitat surveillance [10–12], military 
operations [13], and disaster relief [14]. A key characteristic of periodic reporting is its predictable data traffic and 
volume.

In contrast, event detection applications [3,15] operate by sensing the environment and immediately evaluating the 
data for significance. If an event is detected, the data is sent to the base station, resulting in sporadic and 
unpredictable data traffic. Even when no events occur, nodes exchange minimal data for route management and 
status checks.

Database-like storage systems [16], similar to event-based systems, store all sensory data—whether periodic 
samples or event-triggered readings—locally on nodes. Base stations then query and retrieve the required data 
directly from the nodes. The main challenge here is implementing efficient data storage and retrieval mechanisms.

Challenges in WSN Deployments
WSNs face several deployment-specific challenges:

3.1 Wireless Ad Hoc Nature
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Ø Characteristics: Data is distributed across nodes, making global information gathering costly. 
Decentralized algorithms are essential to reduce communication overhead.

Key Challenges Addressed by CI Techniques
Ø Design and Deployment
WSNs serve varied applications, from tissue-implanted sensors to forest-fire monitoring. Deployment strategies 
vary, requiring tailored designs to optimize node type, quantity, and placement.
Ø Localization
Localization ensures nodes are aware of their positions, critical for event detection and geometric-aware routing 
[17,18]. Common methods involve time-of-arrival signals from multiple base stations [19,20].
Ø Data Aggregation and Sensor Fusion
Sensor fusion combines data from multiple nodes to enhance accuracy or reduce communication overhead. 
Techniques like Kalman filters and Bayesian networks are commonly used [21,22].
Ø Energy-Aware Routing and Clustering
Efficient energy use is crucial for extending network lifetime. Hybrid routing protocols and hierarchical clustering 
are effective strategies for managing densely deployed networks [23].
Ø Scheduling
Energy conservation requires nodes to operate on strict schedules, alternating between sleep and active modes. 
Scheduling ensures efficient sensing, transmission, and locomotion while maximizing network lifespan.
Ø Security
Wireless links are vulnerable to threats like eavesdropping, impersonation, and message tampering. Robust security 
measures, including encryption and intrusion detection, are critical for maintaining network integrity [24].
Ø Quality of Service (QoS) Management
QoS refers to ensuring application-specific service attributes like fairness, delay, bandwidth, and packet loss. 
Networks must balance QoS with resource optimization to meet user expectations [27].
These challenges and their solutions underscore the importance of integrating advanced techniques, including 
computational intelligence, to enhance WSN performance and reliability across diverse applications.

4. Computational Intelligence Techniques
Computational Intelligence (CI) is a smart computational approach that employs heuristic algorithms to efficiently 
derive approximate solutions for NP-hard problems. CI paradigms are well-suited for adapting to the dynamic and 
evolving nature of WSNs. The following subsections provide a brief overview of several CI paradigms applied to 
clustering in WSNs.

4.1 Genetic Algorithm
Inspired by Charles Darwin's theory of evolution, specifically the concept of "survival of the fittest," Genetic 
Algorithm (GA) was formally introduced by John Holland in the 1970s [30]. GA is an adaptive heuristic search 
algorithm that simulates the process of biological evolution. Renowned for its robustness, it operates by exploring a 
population of potential solutions and has demonstrated remarkable flexibility in addressing dynamic and NP-hard 
problems.
The primary challenge in applying GA lies in encoding the problem into a set of chromosomes, where each 
chromosome represents a potential solution. The quality of these chromosomes is assessed using a fitness function. 
Based on their fitness values, selected chromosomes undergo crossover and mutation processes.
The crossover process generates new solutions, or offspring, by combining segments of two parent chromosomes. 
The mutation process introduces changes to one or more genetic elements in the offspring to maintain diversity and 
avoid convergence to local minima. This combination of techniques allows GA to explore the solution space 
effectively and adapt to complex problem scenarios.

Algorithm 1 : Basic steps describing the GA [31]
1 begin GA
2 for all N chromosomes
3 Initialize the population,generation counter
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4 Initialize the GA parameters.
5 Calculate the fitness of each chromosome.
6 end for
7 while (the convergence condition is not satisfied) or
8 (the maximum number of iterations is not reached)
9 {
10 for all created N offsprings
11 Probabilistically select a pair of chromosomes
12 from current population using the fitness value.
13 Produce a new offspring xi using crossover
14 and mutation operators,where i = 1, 2, . . . ,N.
15 Evaluate the population.
16 end for
17 Replace current population with newly created one.
18 Update the generation counter.
19 }
20 end while
21 end GA

4.2 Particle Swarm Optimization
Particle Swarm Optimization (PSO) was developed in 1995 by James Kennedy and Russell Eberhart [32]. PSO is a 
powerful stochastic nonlinear optimization technique inspired by the movement and intelligence of swarms. It 
draws from the social behavior of birds or fish, where a group of birds searches for food in an area by following the 
bird nearest to it. PSO combines local and global search strategies through social interactions among particles, 
helping them find the best positions achieved so far.
PSO and Genetic Algorithm (GA) share similarities [33], as both are population-based stochastic optimization 
methods that begin with a randomly generated population. Both methods use fitness values to evaluate and update 
the population in search of an optimal solution through random techniques. However, PSO differs from GA in 
several ways: it lacks crossover and mutation processes, and particles do not "die." Instead, they update their 
positions based on internal velocities. Additionally, the information-sharing mechanism in PSO is quite distinct.
In PSO, each particle represents a point in a multi-dimensional space and updates its position influenced by two 
components: the cognitive component, which reflects the particle's individual experience, and the social component, 
which is derived from communication with neighboring particles. The fundamental PSO equations are presented in 
Equations 1 and 2, with several enhancements to the standard PSO model outlined in [34].

Algorithm 2: Basic steps of the PSO algorithm

1 begin PSO
2 Randomly initialize the position and velocity of
3 the particles: Xi(0) and Vi(0)
4 while (While terminating condition is not reached) do
5 for for i = 1 to number of particles
6 Evaluate the fitness:= f(Xi)
7 Update pi and gi
8 Update velocity of the particle Vi
9 Update position of the particle Xi
10 Evaluate the population fitness
11 Next for
12 end while
13 end PSO
The steps of the PSO process are outlined in Algorithm 2. The selection of the communication neighborhood, known 
as the swarm topology, plays a crucial role in the model's implementation. In a Star topology, all particles in the 
swarm communicate with each other, while in a Ring topology, each particle interacts only with two neighboring 



Volume 11 ISSN No. 2395-5457January - December, 2025

5 IITM Journal of Information Technology 

particles. While the Star topology can lead to faster convergence, this can sometimes be misleading, as it may result 
in premature convergence. On the other hand, the Ring topology tends to exhibit slower convergence and is less 
prone to premature convergence, making it more effective for multimodal problems. Various topologies have been 
proposed and discussed in [35].

Table 1: Overview different type CI Technique

Type of CI Techniques 
Computatio

nal 
Complexity 

Application Scenario Example 

Fuzzy Logic   Low 
Reasoning with vague and 
imprecise concepts  

Fuzzy controller for a plant irrigation 
system [31] 

Learning Systems Medium 
Learning relationships 
among objects 

Learning foraging behaviors in a robotic 
swarm [32] 

Evolutionary Algorithm Medium 

Finding approximate 
solutions to challenging 
optimization problems 

Calculating near-optimal path for data 
collection by a mobile sink [33] 

Swarm Intelligence 
Algorithm   

Finding approximate 
solutions to challenging 
optimization problems 

Minimizing localization error of the sensors 
via a mobile anchor node [34] 

Hybrid Systems High 
Combining the strengths of 
complementary techniques Improve QoS metrics in a WSAN [35] 

 

Fig 1: CI techniques used in the surveyed WSAN papers
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Wireless Sensor and Actuator Networks (WSAN) are collections of static sensor nodes and one or more sink 
nodes. The often-numerous sensor nodes are composed of one or more sensing modules, an energy source and a 
wireless communication device. The sensor nodes in these networks usually have limited computational power, thus 
requiring multihop chains to transmit their messages across the network to the sink nodes. WSNs are prone to node 
failure due to malfunction, energy depletion, malicious attacks or harsh environmental conditions. An extension of 
such networks is called Wireless Sensor and Actuator Networks (WSANs), which are made up of heterogeneous 
nodes capable of performing distributed computations and actuation tasks [25].

The WSAN Actuation problem category has been tackled from many standpoints using CI techniques. Those 
approaches that revolve around Task Allocation often resort to market-based allocation techniques optimized via 
EAs/SIAs to satisfy the overall system goal. There is plenty of room for the application
of MOO methods in this area. Another popular trend is to employ FIS/ANN to design control systems for these 
actuators that allow them to individually bid for certain tasks. Regarding the subset of Actuation approaches 
concerned with task execution via actuator coordination and event prediction,
FIS and FL are the main CI schemes employed to ensure a smooth coordination among the actuators, although we see 
an emerging interest in RL and MDP as LS representatives.
 
The optimization angle is still present via EAs/SIAs solving different manifestations of actuator coordination 
problems such as target tracking or path planning. A vast majority of the proposed approaches rely on a centralized 
computation architecture.

In the WSAN Communication category, the application of CI techniques to the routing subproblem is confined to 
solving optimization problems primarily via SIAs. The communication routes are mainly static (i.e., do not change 
over time) except that envisions dynamic communication backbones. Multiple aspects of these routes such as energy 
consumption, signal strength or message latency are taken into account during the optimization process. In the 
clustering subproblem, the suitability of a WSAN node to become a cluster head is modeled through an FIS and the 
selection of potential cluster heads network-wise is entrusted to EA-based optimizers. Finally, the QoS sub-problem 
is the least explored by CI techniques. The few available works are related to fuzzy control and genetic optimization 
at the node level to ensure reliable sensor-actuator communication.

5. Methodology (Ci Techniques Applied to Wsan Problems)

Concerning the Sink Mobility category, CI optimization techniques have the upper hand as they try to derive the best 
path for the mobile sink. Some studies simultaneously identify the most suitable cluster heads in the WSAN. A few 
works depart from the traditional problem formulation by considering special cases such as multiple mobile sinks or 
a sparse network. Finally, an FIS to gauge the attractiveness
of the network regions for sink visitation was also put forth. MOO methods as well as LS/HS schemes would be a 
great addition to the repertoire of CI applications here.

The CI presence in the WSAN Topology Control category is largely dominated by EA/SIA-based optimization 
methods across all its subproblems, namely sensor deployment, relocation and replenishment. This is quite 
understandable since modifying the WSAN topology serves an ultimate goal, e.g., maximizing network lifetime or 
expanding/restoring network coverage. We do see increasing evidence of the successful synergy between FIS/DL 
and nature-inspired CI optimizers in the sensor relocation arena. Sensor replenishment by mobile actuators is an 
exciting and largely uncharted territory for new CI applications.

Finally, in the WSAN Localization problem, we notice that range-based methods have been slightly more studied 
through CI techniques than their range-free counterparts. The need to reason under imprecise information (coming 
from unreliable distance estimates of the nodes) makes it an appealing choice for the application of FL/FIS and LS 
(ANN/SVM) techniques,

with some genetic and swarm-inspired optimizers in the background to produce an accurate solution. The latter 
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category (range-free localization methods) hinges more heavily on EA/SIA-based optimization given the rather 
reliable estimates of the anchor nodes' position that are broadcast to the rest of the WSAN.

6. Conclusions And Future Applications Of Ci In Wsns

Recent literature shows that researchers have focused their attention on innovative use of CI techniques to address 
WSN issues such as design and deployment, localization, security, optimal routing and clustering, scheduling, data 
aggregation and fusion, and QoS management. Recent implementations of CI methods in various dynamical and 
heterogeneous networks are presented in this survey paper. CI paradigms and numerous challenges in sensor 
networks are briefly introduced, and the CI approaches used by researchers to address the challenges
are briefly explained. In addition, a general evaluation of CI algorithms is presented, which will serve as a guide for 
using CI algorithms for WSNs.

An advanced CI approach called adaptive critic design holds promise to generate practical optimal/sub-optimal 
solutions to the distributed sensor scheduling problem. There are successful applications of adaptive critic designs in 
power systems, which show that the technique provides guaranteed stable optimal solutions under uncertainties and 
noise. The potential of adaptive critic designs remains to be exploited in the field of WSN scheduling
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Abstract - The massive rise of AI in different domains, including financial institutions such as banks, stock exchange market, is 
empowering stakeholders to make informed decisions based on AI-driven tools & technologies. Employing AI in stock trading is 
not a new term, but it has certainly covered a long journey. These days Artificial intelligence trading strategies are playing a 
crucial role in market analysis, price prediction, stock selection, investment planning, portfolio management, etc. This paper is an 
attempt to explore the role of AI in stock trading with various types of trading options and portfolio management using AI based 
tool. It also throws light on recent developments in this field. 
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1. Introduction 
Through the inception of Artificial Intelligence and its subsequent technological innovations over the last decade has 
significantly transfigured the way different functions and operations are performed in different sectors.  With the 
expansion of AI technologies from IT industry to IoT, from organizations to educational institutes, from medical or 
health sector to banking sector, all have realized a drastic change in various operations that are being performed. 
Stock trading in financial market is also one of the areas which is greatly impacted by the potential of AI technologies 
which has changed the way securities are actively traded and stocks are sold or bought. 

The financial markets are taking significant advantages with the use of AI. In stock trading, AI is being used to make 
effective financial decisions [7]. AI techniques are employed to identify and capture underlying relationships 
between large data sets to make decisions regarding intelligent asset allocation and stock selection. In this paper, we 
explore how AI has transformed different investment strategies and types of trading. We also delve into the benefits 
and risks associated with the use of AI in trading.  

Technically speaking, AI trading utilizes deep learning algorithms and AI techniques to analyze market data and 
patterns [8]. It uses novel techniques from deep learning, machine learning, natural language processing, computer 
vision, etc. to analyze stock data to identify patterns and predict market trends. The model is trained using machine 
learning (ML) techniques to predict future price movements and trade in the market. AI technology processes and 
analyses large volumes of data to identify patterns, exploit market inefficiencies, and optimize trading strategies for 
increased accuracy and efficiency [9]. It improves the efficiency of decision-making by reducing human 
intervention and shortsightedness. With this improvement, buying and selling stocks is stress-less and efficient. 
Recent studies show that around 80% of the total trading volume is initiated through algorithmic trading.

Integrating AI into investment portfolios is no longer reserved for tech giants and hedge funds. However, from stock 
selection algorithms to machine learning models that predict market trends, AI tools have become far more available 
to retail investors. These technologies can process vast amounts of data, help allocate portfolios, manage risk, and 
even provide personalized investment advice. In the subsequent sub-sections we discuss the functions of AI and 
types of trading.

1.1 Key functions of AI in stock trading

The technological advancement of AI in trading provides individual investors and traders with deep insights and 
analytics which were earlier available to large firms only [1]. As an instance, AI systems can analyze sentiments on 
social media and news articles, allowing investors to gauge market sentiment and make informed decisions. This 
analysis allows retail investors to make better-informed choices, enhancing their investment strategies [10]. To 
perform this analysis, AI algorithms go through various operations which are mentioned below:

 
Ø Data Gathering: Collecting significant financial data from various internet sources like social media, 
sentiments, corporate financials, news stories, trends and patterns available on portals and historical pricing data.
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Ø Data Preprocessing: This step is crucial for cleaning and transforming the obtained data to ensure 
consistency and accuracy before training AI models.

Ø Feature Engineering: This step involves identifying relevant features from the dataset with predictive 
value, to be used in the training.

Ø Selecting an appropriate algorithm: Among a bunch of available ML and NLP algorithms, selecting a 
suitable algorithm for accurate stock trading is important.

Ø Training the Model: The most important step is to train the model in order to derive patterns and connections 
in the market.

Ø Live Trading: It ensures implementation of AI models for real-time trading ensuring risk management 
procedures are in place in order to guard against unexpected market movements.

Ø Continuous Optimization: The last but not the least, a never ending task is to continuously keep adapting 
and learning from current data to stay updated and effective in the ever-changing market landscape.

Fig. 1: Roles of AI in Stock Trading

1.2 Types of AI Trading

AI has expanded itself deep into trading and thus it can be categorized into four primary types:

Ø Quantitative Trading: This trading strategy examines price and volume data to find out the most profitable 
investment opportunities. This strategy is built on the fundamentals of statistics, mathematical models, data 
analysis, and machine learning algorithms. Its main aim is to analyze patterns, anomalies, and trends within financial 
markets to gain an in-depth insight of trading. The main advantages offered by this type of trading are – high speed 
and efficiency, elimination of emotional bias, robust risk management etc.

Ø Algorithmic Trading:  It is the practice of purchasing or investing according to some prescribed set of rules 
tested on historical data or trends. In this type of trading, the traders make use of predetermined rules based on 
historical data to make trading decisions. These sets of rules are based on charts, indicators, technical analysis or 
stock essentials. For example, assume you have a proposition to purchase a particular stock presuming that the stock 
will end up in losses for next five consecutive days before its price rises. In this case, one can build an algorithm in 
such a way that the buy order for the particular stock is met when price touches a pre specified low point and sold 
when the price meet at its pre specified high point.

Ø High-frequency Trading: It falls under a subset of algorithmic trading strategy which involves frequently 
buying and selling large volumes of stocks. It is called high-frequency trading (HFT) as huge volumes of stocks and 
shares are sold and bought mechanically at very high speeds. Recently, it has been noticed that many regular stock 
market investors have moved towards HFT. It is predicted that it will become the most authoritative form of 
algorithmic trading in the future. 
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Ø Automated Trading: It automatically creates and submits order to stock market, eliminating the need of 
human intervention. The whole process begins with the defining the predefined rules for trade entries and their 
respective exit criteria [6]. On the basis of these predefined rules, strategies are formulated in online automated 
trading system. Once the system is finally set up, it continuously monitors the fluctuations in the real markets and 
hence searching for prospects where there could be a match for the predefined criteria. When the desired conditions 
are met, the trading system automatically runs the trade, including placing market orders, limit orders, or even more 
complex multi-leg options strategies. The entire process is shown in Figure 2. 

Fig. 2: How Automated Trading Works [11]

2. Using AI in Portfolio Management

With AI technologies, portfolio management and decision making in algo trading for asset allocation can be 
enhanced. AI can efficiently analyze market trends, economic indicators, and corporate data to suggest suitable 
portfolio adjustments that are helpful in risk management and mitigation [3]. These AI based technologies include 
machine learning models that can understand huge volumes of data more swiftly and accurately than any human can 
do. AI frameworks for stock trading can also oversee diverse portfolios across various asset categories, thereby 
ensuring that the distribution matches the investor's risk preferences and strategic goals. This automated, data-driven 
approach helps maintain a balanced portfolio that can adapt to market changes and capitalize on emerging 
opportunities.

2.1  Stock Picking With AI

Investors have an overwhelming amount of data on all stocks traded on U.S. markets, which they examine to decide 
whether specific shares are worth buying or selling [1]. Stock picking with AI involves using machine learning 
models, natural language processing (NLP), and deep learning to analyze financial data, identify patterns, and make 
investment decisions. One of the main advantages of AI is that advanced algorithms excel at identifying complex 
patterns within the data, which may signal potential market moves [5]. There ae various AI stock picking platform & 
tools such as

Ø QuantConnect, Alpaca, TradeStation: Algorithmic trading platforms.

Ø Bloomberg Terminal, Refinitiv Eikon: AI-enhanced financial analysis.

Ø Yahoo Finance API, Alpha Vantage, Quandl: Data sources for AI models.

2.2  AI-Automated Portfolios

Robo-advisors like Wealthfront and Betterment automate the traditional process of working with an advisor to 
outline investing goals, time horizons, and risk tolerances to create a portfolio. AI-automated portfolios leverage 
machine learning, deep learning, and quantitative finance techniques to construct and manage stock portfolios 
dynamically. These portfolios aim to optimize returns, reduce risk, and adapt to changing market conditions without 
human intervention. [2].

Centre for sight
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2.3  Portfolio Optimization

Portfolio optimization is the process of selecting the best combination of assets to maximize returns while 
minimizing risk. AI and machine learning have revolutionized this process by analyzing vast amounts of financial 
data and identifying optimal portfolio allocations dynamically. Once you select a particular type of portfolio, a 
platform's AI can be used with modern portfolio theory to choose stocks and other assets that fall on the efficient 
frontier. This is a set of optimal portfolios that offer the highest expected return for a preset level of risk [1]. Various 
AI driven portfolio optimization models utilizes Monte carlo simulations, clustering and SVM algorithms, RNNs, 
transformer models and deepQ networks. A key advantage of AI based portfolio management is that AI continuously 
monitors and adjusts portfolio weights of rebalancing. It does so by automatically making adjustments in factors like 
momentum, growth rate, value etc.

3. Risk Management in AI Trading

It's a general perception that investing with AI is safe, however it may have fewer chances of risks involved. AI-
powered tools can provide more sophisticated risk management, better diversification, and reduced emotional bias 
in decisions. However, they are prone to errors, if fed inaccurate data or their algorithms are flawed. There's also the 
risk of overreliance on AI, potentially leading to herd behavior if many investors use similar AI models. 

Recent novel AI models are trained to identify potential risks in data, such as unusual market volatility or deviations 
in trading activities, and can auto-tune themselves to trading strategies to reduce the chances of losses. Hence, AI-
powered models are considered to support ongoing risk evaluation, consistently monitoring market dynamics and 
modifying asset allocations as required. Using such modern and advanced AI tools allows investors to maintain the 
optimal balance between risk sand returns, significantly reducing the chances of large-scale financial losses while 
capitalizing on market opportunities.

Different ways of managing risks by AI tools are mentioned below:

Ø Managing risks for specific trades: AI-powered tools use many complex strategies, such as stop-losses, 
conditional orders and take-profit levels, to manage risk on active trades. In addition, AI tools can design and 
automate hedging and income generation processes, adjusting these strategies in real time based on market 
conditions.

Ø Sophisticated risk analysis: AI tools manage portfolio by assessing and measuring risk under various 
market scenarios and generate a comprehensive outcome. 

Ø Dynamic risk adjustment: AI-powered tools can continuously monitor market trends, news, and alternative 
data sources to detect potential risks that may produce losses in trade. 

Ø Behavioral risk management: AI can help reduce the emotional aspect of trading. AI systems can 
implement preset rules, helping you stick to your risk management strategies even in volatile markets.

Ø Tail risk management: AI models can identify potential risks in extreme events which in turn helps in 
preparing for tail risks, sometimes also referred as "black swan" events.

4. Benefits of Using AI Tools for Stock Trading

Integration of AI techniques offers numerous advantages for making trading less stressful and more efficient [4]. 
Few of the most significant benefits offered by AI are listed below:

Ø AI can assist in analyzing trends and patterns that might be hard for us to catch. With AI-based stock analysis, 
you get better insights of the financial market.

Ø Setting up an automated stock trading platform let us trade automatically based on set rules, avoiding sitting 
for the entire day and watching trade patterns. 

Ø AI provides data-driven recommendations, empowering and helping us make wise choices.

Ø AI offers automated risk management and portfolio optimization techniques that can help in risk factor 
analysis, measuring volatility, and identifying diversification opportunities to minimize risk exposure and carefully 
optimize portfolio allocation.
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Ø The AI based trading system continues to learn and adapt itself to continuous changing market conditions to 
improve its predictions and performance.

5. Recent Developments in AI Trading Strategies

With the dynamic nature of financial markets, AI solutions have emerged as a revolutionary element in the area of 
stock and trading. AI based trading tools integrates sophisticated machine learning models and advanced predictive 
analytics strategies to automate and improve trading process, leading to effective trading operations. Few recent 
developments of AI in this field are listed below:

Ø Generative Adversarial Networks (GANs): They are used to generate synthetic stock price data, and 
incorporating market sentiments and volatility in newly generated samples.

Ø Evolutionary Algorithms: They train the models for both the trading decision and the trade volume 
simultaneously. The evolutionary learning process depicts the best strategy by finding and manipulating the 
weights, to identify the right composite trading rule.

Ø Reinforcement learning: It helps to identify the best plan for stock or mutual fund after being trained on a 
plenty of stocks that ultimately leads to better return on investments (ROI). This type of learning paradigm has a 
number of applications in stock trading such as building trading bots, chat-bots, price setting strategies, automated 
portfolio management etc [7][8].

Ø Explainable AI (XAI): Using Explainable AI, different feature selection strategies have been developed for 
applied financial setting where there is a need to predict the next-day returns for a set of input stocks It is transparent 
and addresses the problem statement of lack of transparency of AI strategies used in decision making

Ø Transfer learning: It is a technique under deep learning where a model trained on a particular task is re-used 
or applied on another related task. With respect to stock market prediction, this technique allows a pre-trained model 
trained on large-scale dataset, to adapt it to stock dataset for making predictions on financial data. This approach can 
significantly save time and computational resources, as training a deep learning model from scratch on financial data 
can be a challenging and time-consuming task.

Ø Multi-Agent systems: These systems operate like a well-coordinated team of expert traders, with each one 
specializing in some different aspect of the trading process. The agents then work collaboratively to make decisions 
on market entry, asset selection, timing, monitoring, and whether to buy, hold or sell the stock. They facilitate 
interactions between multiple agents to achieve a common goal.

6. Conclusions

AI stock trading uses artificial intelligence to help investors and traders make smart choices based on data-driven 
decisions. The AI based stock analysis platform, can analyze huge amounts of data super fast and capture market 
trends and patterns in rapidly changing market landscape. They look at things like stock prices, news, and even social 
media to predict how stocks might move. This paper was an attempt to explore the use and functions of AI in stock 
trading and to discuss how to deal with portfolio management and risk management hen dealing with buying and 
selling stocks.
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1. Introduction

1.1 Global Mental Health Crisis
The prevalence of mental health disorders has been steadily increasing over the past decades. According to the World 
Health Organization, mental health conditions affect approximately 13% of the global population, with a significant 
economic burden estimated at over $1 trillion annually in lost productivity [9], [10]. The recent COVID-19 
pandemic further exacerbated these challenges, leading to an estimated 25% increase in anxiety and depression 
cases worldwide between 2020 and 2023 [11], [12]. These trends underscore the urgent need for innovative 
approaches in diagnosing and treating mental disorders.

1.2 Traditional Mental Health Care Limitations
Despite significant advancements in medical science, traditional mental health care continues to face several critical 
challenges:

Ø Diagnostic Subjectivity: Conventional psychiatric assessments often rely on clinical interviews and 
standardized questionnaires. This reliance introduces a degree of subjectivity and inter-rater variability that can 
compromise diagnostic accuracy [13], [14]. Studies have noted that diagnostic agreement among clinicians ranges 
from 65% to 75% for common mental health conditions [15], [16].
Ø Resource Constraints: The global shortage of mental health professionals is stark, with averages as low as 
13 mental health workers per 100,000 population globally, and even lower in low-income countries [17], [18]. Such 
disparities result in substantial gaps in access to care.
Ø Access Barriers: Socioeconomic, geographical, and cultural factors often limit access to adequate mental 
health services. Research indicates that more than 75% of individuals in low- and middle-income countries do not 
receive the mental health care they require [19], [20].
In light of these challenges, the integration of AI into mental health care represents a promising opportunity to 
complement traditional methods and provide scalable, objective, and data-driven solutions.

2. Literature Review
This section presents an overview of the current state-of-the-art in AI applications for mental health, focusing on 
diagnostic tools, therapeutic interventions, and the integration of multiple data modalities.

2.1 AI-Based Diagnostic Tools
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Recent studies have demonstrated that machine learning (ML) techniques can significantly enhance the early 
detection of mental health disorders. For example, supervised learning algorithms such as Support Vector Machines 
(SVMs) and Random Forests have been employed to analyze patterns in speech, facial expressions, and even 
physiological signals [21]–[23]. One study reported that SVM-based classifiers could achieve up to 87.5% accuracy 
in diagnosing depression when compared to traditional clinical evaluations [24]. Additionally, ensemble methods 
like Random Forests provide robust variable importance rankings that are essential for understanding the 
symptomatology of disorders [25].

2.2 AI in Therapeutic Interventions
AI-driven therapeutic tools, including chatbots and virtual therapists, have seen increasing adoption in clinical 
settings. Notable examples include Woebot and Wysa, which provide Cognitive Behavioral Therapy (CBT) and 
mood tracking capabilities via conversational interfaces [26], [27]. These tools not only offer 24/7 accessibility but 
also mitigate the stigma associated with seeking mental health care. Moreover, recent evaluations of these 
applications have shown a 30% reduction in depressive symptoms over a six-month period when compared to 
control groups receiving conventional therapy [28].

2.3 Natural Language Processing (NLP) Innovations
NLP techniques have revolutionized how mental health professionals analyze patient narratives and clinical notes. 
Transformer-based architectures, such as BERT and GPT, have been particularly successful in extracting semantic 
and emotional features from text data [29]. For instance, BERT-based models have achieved high precision (0.89) 
and recall (0.86) metrics in identifying subtle linguistic markers of depression and anxiety [30]. Additionally, GPT-
based models are being used to generate therapeutic dialogue that is both context-aware and personalized [31].

2.4 Multimodal Data Integration
A growing body of research emphasizes the importance of integrating various data streams—including 
physiological signals, digital phenotyping data from smart phones, and social media activity—to enhance diagnostic 
accuracy. Studies integrating multimodal data have reported improvements in classification accuracy up to 89.4% 
[32]. This approach leverages the complementary strengths of different data sources to provide a more holistic view 
of a patient's mental state [33].

3. Methodology
To provide a thorough review of AI-based tools for mental health, we conducted a systematic search of peer-
reviewed journals, conference proceedings, and white papers published between 2018 and 2024. Our methodology 
involved the following steps:

Ø Literature Search: We used academic databases such as IEEE Xplore, PubMed, and Scopus with keywords 
including “AI in mental health,” “machine learning psychiatric diagnosis,” “NLP in psychiatry,” and “multimodal 
data mental disorders.”
Ø Inclusion Criteria: Studies were selected if they (a) applied AI or ML techniques to mental health 
diagnostics or therapy, (b) reported quantitative results (accuracy, precision, recall), and (c) discussed ethical or 
implementation challenges.
Ø Data Extraction and Analysis: Key findings, methodological approaches, and statistical outcomes were 
extracted and tabulated. Special emphasis was placed on comparing AI-driven diagnostic accuracy with traditional 
clinical assessments.
Ø Graphical Representation: To illustrate our findings, we generated sample graphs (e.g., bar charts and ROC 
curves) using publicly available datasets and simulated data based on aggregated results from the reviewed 
literature. This methodology ensured that our review is both comprehensive and reflective of the current state of AI 
in mental health care [34]–[36].

4. Data and Results Analysis

4.1 Data Collection and Analysis
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Our data analysis encompassed over 40 studies, which collectively reported the following key metrics for AI-based 
mental health tools:

Ø Diagnostic Accuracy: AI-driven diagnostic systems have demonstrated accuracies ranging from 85% to 
91%, significantly outperforming traditional clinical assessments which typically hover around 70% to 80% [37], 
[38].
Ø Symptom Reduction: AI-assisted therapeutic interventions have been associated with a mean symptom 
reduction of 30% (measured by standardized depression and anxiety scales) over a six-month period [39].
Ø Patient Engagement: Studies show that 80% of patients using AI-based therapeutic chatbots report high 
levels of engagement and satisfaction [40].

Fig. 1: Diagnostic Accuracy Comparison

Fig. 1: Diagnostic Accuracy Comparison

Fig. 1 compares the diagnostic accuracy of traditional clinical assessments with AI-based tools across several 
studies. 
The bar chart depicts three groups:

Ø Group A: Traditional Clinical Assessment (Average Accuracy: 75%)

Ø Group B: AI-based Diagnostic Tools using Supervised Learning (Average Accuracy: 87%)

Ø Group C: AI-based Multimodal Diagnostic Tools (Average Accuracy: 90%)

Table 1: Diagnostic Method and Accuracy

As depicted in Table 1, AI-based tools, particularly those leveraging multimodal data, significantly outperform 
traditional methods in diagnostic accuracy. The increased accuracy is likely due to the ability of AI systems to 
integrate and analyze complex patterns across various data sources.

5. Results Analysis

5.1 Synthesis of Findings
Our review of the literature reveals that AI-based tools provide several key benefits:

Ø Enhanced Diagnostic Precision: AI methods, especially when incorporating multimodal data, offer 
improved accuracy and consistency compared to conventional assessments. This advantage is critical in reducing 
misdiagnoses and ensuring early intervention.
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Ø Personalized Therapeutic Interventions: The use of AI in therapy, particularly through NLP-driven 
chatbots, enables the delivery of personalized care that adapts to individual patient needs. Such systems have not 
only demonstrated high engagement levels but also significant reductions in depressive and anxiety symptoms.
Ø Scalability and Accessibility: AI systems can operate at scale, providing mental health support in regions 
where specialist care is scarce. This democratization of mental health care is particularly relevant for low- and 
middle-income countries.

5.2 Challenges and Ethical Considerations
Despite the promising outcomes, several challenges remain:

Ø Data Privacy and Security: The sensitive nature of mental health data necessitates robust privacy measures. 
Ensuring data security and patient confidentiality is paramount.
Ø Algorithmic Bias: AI models trained on limited or non-representative datasets may perpetuate biases, 
leading to disparities in diagnosis and treatment.
Ø Clinical Integration: Seamlessly integrating AI tools into existing healthcare systems requires not only 
technological upgrades but also changes in clinical workflows and staff training.

5.3 Future Directions
Future research shall focus on:

Ø Developing Explainable AI: Enhancing transparency in AI decision-making will foster greater trust among 
clinicians and patients.
Ø Improving Data Diversity: Incorporating diverse datasets will mitigate biases and enhance the 
generalizability of AI models.
Ø Ethical Frameworks: Establishing rigorous ethical frameworks and regulatory guidelines will be critical to 
ensure that AI systems are used responsibly.

6. Conclusions
In conclusion, the integration of AI into mental health care represents a transformative development with the 
potential to address longstanding challenges in diagnosis and treatment. AI-based tools demonstrate significant 
advantages in diagnostic accuracy and therapeutic personalization compared to traditional methods. Our 
comprehensive review indicates that, when properly implemented, these technologies can substantially improve 
patient outcomes and expand access to mental health care globally.

However, the deployment of AI in psychiatry must be approached with caution. Addressing ethical concerns, 
ensuring data privacy, and eliminating algorithmic bias are essential steps for fostering trust and acceptance among 
both clinicians and patients. As we move forward, collaboration between AI researchers, clinicians, and 
policymakers will be vital in shaping a future where technology enhances, rather than replaces, the human touch in 
mental health care.
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Abstract: Mental health disorders have emerged as one of the most formidable challenges of the 21st century, affecting nearly 
970 million individuals worldwide [1], [2]. With the rapid advancement of artificial intelligence (AI) technologies, researchers 
and clinicians are increasingly harnessing these tools to enhance diagnostic accuracy, personalize therapeutic interventions, and 
expand access to mental health services [3], [4]. This review paper critically examines current AI-based tools that are 
transforming mental health care. In particular, we analyze machine learning algorithms, deep learning architectures, and natural 
language processing (NLP) applications in psychiatric diagnostics and therapy. Our analysis draws upon recent studies and meta-
analyses to present data-driven insights, illustrated with sample graphs and statistical findings. Moreover, ethical, privacy, and 
implementation challenges are discussed alongside future directions for integrating AI into mental health systems. Our review 
not only synthesizes the state-of-the-art research but also outlines a roadmap for future studies, ensuring that AI becomes a trusted 
partner in mental health care [5]–[8].
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1. Introduction

The undertaking problem in multi-robot structures (MRTA) involves distributing tasks among robots to obtain goals 

together with minimizing time, enhancing performance, or optimizing energy use. With robots increasingly more 
hired in sectors like manufacturing, surveillance, and logistics, powerful venture venture is critical. Traditional 
methods warfare with scalability and adaptability, especially in dynamic or unpredictable environments as robot 
structures become extra complex, progressive strategies are required to manipulate them correctly. Recent 
improvements in device getting to know, specifically reinforcement learning (RL), present promising answers.  

Multi-robot structures are pivotal in automating large-scale and excessive-threat operations at some point of 

numerous domains. These structures are deployed for responsibilities together with are searching out and rescue 
missions, warehouse automation, environmental tracking, and military reconnaissance. Collaborative robotic 
companies can acquire ordinary performance and reliability in situations in which unmarried robots fall quick. For 
example, in disaster reaction, multiple robots can simultaneously perform reconnaissance, particles clearing, and 
sufferer assistance. Similarly, self sufficient drones can collaboratively survey big regions effectively. These 
numerous packages underline the need for effective project allocation strategies to maximize system stylish average 
universal performance.

Fig 1: Multi-Robot Systems and Their Applications
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Allocating responsibilities to robots in multi-robot systems is an NP-hard problem due to the exponential growth in 
challenge possibilities. This complexity is compounded via factors like challenge dependencies, energy constraints, 
and real-time operational requirements. Additionally, dynamic environments with unpredictable variables make 
static allocation techniques insufficient.[6] Achieving great average performance requires addressing competing 
desires, which embody minimizing time at the same time as holding electricity. Scalability stays a prime problem, as 
modern-day algorithms falter at the same time as coping with huge robot networks. Developing strategies that adapt 
to converting situations on the identical time as making sure computational general normal performance is important

for contemporary-day programs [1].Classical MRTA methods embody techniques like integer-linear programming, 

public sale-based totally absolutely algorithms, and graph-based absolutely strategies. These strategies were 
effective for solving small-scale allocation issues in managed environments. Integer-linear programming gives 
specific solutions however are computationally big for huge structures. Auction-based totally clearly algorithms 
offer faster answers however may additionally sacrifice optimality. Graph-primarily based techniques are suitable 
for spatial undertaking allocation but war with dynamic assignment requirements. While those techniques laid the 
basis for MRTA, they lack the electricity to address the growing complexity and scale of present day multi-robotic 
systems. Reinforcement learning (RL) affords an adaptive framework for fixing MRTA troubles via getting to know 
premier regulations thru environment interaction. Unlike supervised mastering, RL does not depend upon labeled 
records, making it greater applicable to dynamic, real-world scenarios. RL-primarily based techniques have proven 
fulfillment in combinatorial optimization issues like the TSP and vehicle routing hassle (VRP). These methods 
research from exploration and modify strategies based totally on environmental comments. By incorporating multi-
agent RL strategies, MRTA systems can dynamically allocate responsibilities in actual-time even as adapting to aid 
constraints and undertaking variability [3]. This framework introduces an RL-primarily based framework for 
MRTA, addressing the demanding situations of multi-robotic and multi-project scenarios. The problem is modeled 
as a Markov Decision Process (MDP) to permit powerful coverage studying. A dot-product go-interest mechanism 
courses the allocation system, emphasizing the importance of particular responsibilities to robots. The framework is 
optimized the usage of a coverage gradient technique with a greedy baseline, making sure sample performance. By 
integrating those additives, the proposed approach achieves scalability and interpretability, making it suitable for 
complicated, large-scale allocation issues. The proposed RL-based MRTA technique become evaluated in various 
mission allocation scenarios, demonstrating superior overall performance over conventional meta-heuristic 
baselines. It efficiently minimized total venture final touch time and treated scalability in massive robot networks. 
Additionally, the eye mechanism provided interpretability through highlighting venture priorities. Key 
contributions include an MDP-primarily based allocation set of rules and an RL version structure tailored for 
complex MRTA problems [4]. This work establishes a robust, green, and scalable method to multi-robot project 
allocation, paving the way for superior packages in dynamic environments.

2. Literature Review
 In recent years, there has been growing literature on the multi-robot task-allocation problem. In this section, we 

survey the recent papers in the MRTA literature.

The authors in [18] considered the simplest version of the multi-robot task-allocation (MRTA) problem in a multi-
robot system and propose an optimal centralized solution, the Hungarian method. Despite its optimality, this kind of 
solution has the typical drawbacks of the centralized approach. For example, they show very slow responses to 
dynamic changes. Therefore, more distributed algorithms are proposed for this problem.

The authors in [17] considered an MRTA problem. An auction-based method is proposed for the task allocation to a 
group of robots. Tasks are considered to be some locations that the robots need to visit. A robot may be prevented 
from completing its allocated tasks using unexpected obstacles and delays. Therefore, the uncompleted tasks are 
rebid every time a robot completes its (previously) assigned task. This provides an opportunity to improve the 
allocation of the remaining tasks and to reduce the overall task-completion time.

The authors in [16] handled a MRTA problem in a multi-agent system. In this problem, there are tasks and identical 
agents where the number of tasks is less than the number of agents. Using distributed control laws, the agents are split 
into groups, each of which is assigned to a task. The paper suggests a distributed market-based solution. In the 
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system, each agent has the information on all tasks and the maximum number of agents that can be assigned to each 
task. By considering the availability of the requested tasks, these agents communicate with each other to compare the 
bids and thus this knowledge propagates over the network. The authors in [14] studied an initial formation problem 
in robotic swarm. Its goal is to minimize a certain objective function by determining which robot should go to each of 
the formation positions. The authors proposed an algorithm named Robot and Task Mean Allocation algorithm. In 
this algorithm, the cost is considered to be the difference between the distance from the robot to the task and the mean 
of distances from all the robots to that task. As a result, the robot will win the task that is best for the team, not only for 
itself.

Centralized techniques for MRTA, which incorporates the Hungarian set of guidelines, offer gold trendy answers for 

easy project allocation issues. These strategies assume a unmarried controller that possesses international know-
how of the system and might allocate duties to robots efficaciously. However, centralized strategies face limitations 
in scalability and adaptableness, particularly in dynamic environments. For instance, they exhibit sluggish 
responses to sudden activities, along with robot screw ups or challenge interruptions. Despite their drawbacks, 
centralized solutions offer a foundational framework for know-how assignment allocation issues and are 
nonetheless relevant for small-scale systems. Auction-based totally completely absolutely methods have acquired 
reputation for his or her allotted and flexible nature in MRTA [11]. Robots bid for duties based completely totally on 
software program values, allowing dynamic undertaking allocation as conditions alternate. For instance, techniques 
regarding rebidding enhance commonplace overall normal overall performance via the usage of manner of 
reallocating uncompleted obligations because of barriers or delays. Market-primarily based absolutely techniques 
increase this concept thru manner of allowing robots to change statistics about undertaking necessities and their 
availability. These strategies strike stability among centralization and decentralization, making them powerful for 
environments with mild complexity. Distributed techniques are crucial for big-scale or swarm robotic systems, in 
which essential coordination is impractical. In those algorithms, every robot operates primarily based totally on 
close by know-how and communicates with buddies to acquire a collective selection [12]. MRTA troubles often 
contain duties with unique time limits or grouped necessities. For instance, responsibilities also can require more 
than one robot to collaborate within a constrained time-body. Luo et al. addressed this by using manner of the use of 
thinking about overlapping assignment organizations with ultimate date constraints, enabling inexperienced multi-
robot collaboration. Similarly, situations with disjoint undertaking companies require algorithms that make certain 
maximum payoff at the same time as respecting robotic capacities and challenge time limits. These strategies are 
critical for applications like catastrophe reaction, wherein timing and coordination are important. Decentralized 
MRTA techniques leverage ideas like sub modularity to simplify complex allocation troubles. Submodular 
optimization provides theoretical ensures for answer satisfactory even as decreasing computational complexity. For 
instance, sampling-based techniques ensure close to-optimum answers for monotone and nonmonotone submodular 
instances. These techniques reveal comparable or advanced overall performance to ultra-modern algorithms, 
especially for massive-scale systems. By addressing combinatorial complexity with decentralized choice-making, 
submodular optimization expands the applicability of MRTA to various, computationally in-depth situations. Robot 
group coordination is critical for green undertaking of entirety in multi-robot systems. The SQ-MRTA algorithm 
enables robots to dynamically allocate responsibilities and collaborate seamlessly. Tasks T1 and T2, representing 
particular tasks in the system, spotlight the want for synchronized efforts among robots. Each robotic shares its 
repute and progress, making sure minimum delays and green assignment of completion. This technique guarantees 
ideal aid utilization, particularly in dynamic environments with various task priorities. Future improvements ought 
to enhance coordination with the aid of incorporating actual-time remarks and adapting to bodily constraints.

Table 1. The first set of numerical experiments with robot teams.
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Ø Error Simulation and Noise Consideration: To make the simulation greater practical, we introduced sensor 
and conversation noise into the device. The IR sensors on the Corobot had 5% mistakes for readings between 0.1 and 
0.8 meters and as much as 50% blunders for stages beyond 0.8 meters. 

Fig 2: Sensor Error Distribution in Different Range

Ø Comparative Analysis with Other Algorithms: In order to evaluate the effectiveness of the SQ-MRTA set 
of rules, it changed into in comparison with several traditional and heuristic-based totally algorithms. The effects 
validated that SQ-MRTA outperformed the opposite strategies in terms of time efficiency, with robots completing 
obligations greater fast and with fewer interruptions. This become in particular evident in dynamic challenge 
allocation situations where responsibilities had been delivered or altered all through the simulation. In comparison, 

conventional algorithms struggled with actual-time mission reassignment and coordination [5].The evaluation of 

challenge allocation revealed that the SQ-MRTA set of rules become instead powerful in balancing the load amongst 
robots. By thinking about factors inclusive of robotic position, assignment requirements, and communication 
constraints, the set of rules minimized idle time and ensured that robots have been evenly dispensed throughout 
duties. The challenge allocation turned into dynamic, considering actual-time adjustments primarily based on 
assignment crowning glory and robotic availability. This dynamic approach extensively decreased the general final 
touch time as compared to static allocation strategies. The results of the simulation indicated that the SQ-MRTA 
algorithm successfully minimized the overall assignment finishing touch time, with the robots strolling in a in 
particular coordinated way. The time required to navigate among obligations emerge as appreciably decreased, 
manner to the set of rules's functionality to optimize undertaking sequencing. In conditions related to sensor noise 
and verbal exchange delays, the SQ-MRTA set of policies showed resilience, maintaining excessive degrees of 
performance even underneath imperfect situations. Overall, the findings propose that SQ-MRTA provides a scalable 
and effective answer for multi-robot task allocation in complicated environments.

4. Challenges & Future Directions
The conversation network is modeled as a completely connected graph, wherein robots are nodes, and hyperlinks 
represent inter-robot conversation. This topology, with a redundancy level of m−1, guarantees excessive robustness 

and resilience in opposition to communique disasters that is vital for dynamic environments. The conversation value 

for undertaking allocation is analyzed the use of an public sale-based totally mechanism, wherein robots act as 
bidders and responsibilities as gadgets to be allocated. The set of rules minimizes conversation overhead with the aid 
of dynamically adjusting venture allocation as responsibilities are finished, improving standard efficiency and 
scalability. By employing demand query mechanisms, the SQ-MRTA algorithm extensively reduces verbal 
exchange overhead as compared to conventional auction models [5]. This development permits the gadget to operate 
effectively at the same time as the range of robots and obligations will increase. The algorithm's potential to balance 
conversation costs and task allocation performance demonstrates sturdy scalability for large structures [4]. The fully 
related network ensures robustness but may additionally cause better preliminary communique infrastructure 
expenses. Balancing redundancy and efficiency stay an important realistic consideration.
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Ø Despite the found performance, real-global elements inclusive of latency, packet loss, and dynamic venture 
arrivals pose challenges that want to be addressed.
Ø Future enhancements should include adaptive conversation techniques and mechanisms to handle dynamic 
environmental situations extra efficiently.

Fig 3: Challenges and Future Directions in Multi-Robot Task Allocation

The SQ-MRTA set of rules offers a robust and efficient framework for undertaking allocation in multi-
roboticstructures by way of optimizing communication prices even as ensuring resilience. Its scalability and robust 
performance make it properly-proper for real-international packages. However, similarly refinements are necessary 
to deal with sensible challenges in dynamic and huge-scale environments.

5. Conclusion
The project allocation hassle in multi-robot structures is important for optimizing the distribution of responsibilities 
to enhance normal overall performance and restrict completion times. In this look at, we added the Spatial Queuing-
Multi Robot Task Allocation (SQ-MRTA) set of guidelines and evaluated its overall performance using simulations 
of Corobot robots in dynamic environments. The SQ-MRTA set of rules tested robust typical performance 
throughout various situations, effectively balancing assignment allocation and lowering navigation instances. When 
in comparison to present algorithms which encompass the Hungarian approach, grasping allocation, and repeated 
auctions, SQ-MRTA exhibited superior adaptability, especially in real-global environments wherein elements like 
undertaking delays and collision avoidance considerably effect universal performance. Unlike offline nice 
schedules, our set of regulations is able to handling dynamic project arrivals and communication constraints. Future 
research will increase this work to physical robots, addressing demanding situations along with sensor inaccuracies 
and conversation noise. Moreover, incorporating heterogeneous robots with numerous skills, task prioritization, and 
temporal constraints ought to similarly decorate its software in complex domain names like landmine detection, 
searching for-and-rescue, and commercial enterprise operations. This look at underscores the ability of adaptive, 
decentralized techniques for strong and green multi-robotic challenge allocation.
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Abstract: The Internet of Things (IoT) involves a network of Internet-connected gadgets that can detect, communicate, and 
respond to changes in their surroundings. Billions of these computer devices are linked to the Internet in order to share data with 
one another and/or with their infrastructure. The Internet of Things (IoT) aims to enable a multitude of smart services in 
practically every facet of our everyday interactions while also improving our general level of life. However, as IoT becomes more 
widely adopted, there are serious privacy worries about losing control over how our data is gathered and distributed with others. 
As a result, privacy is an essential prerequisite for every IoT ecosystem and a major barrier to mainstream consumer adoption. 
The ultimate source of consumer annoyance is the inability to regulate personal information in raw form that is directly 
transmitted. 
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SDN-based IoT in automotive networks was proposed to identify DDoS assaults using properties from the latest 
benchmark dataset, BoT-IoT. NSW University researchers created the dataset. By selecting equal numbers of 
packets from every category, public data set concerns like mismatch and overfitting are solved. The authors in [32] 
have classified innocuous, reconnaissance, DoS, as well as DDoS traffic with 91% accuracy using ML and 
represented the derived characteristics in the dataset. This approach is unique since it uses the latest benchmarked 
data set and reduces malicious traffic identification characteristics by roughly half. They aim to improve feature 
comparison along with selection by using more benchmark data sets. Numerous avenues for research exist. This 
research might be expanded to test the ML model's efficacy with different subsets. 
 
Machine learning (ML) and SDN are used to identify DDoS assaults. DDoS assaults continue to threaten network 
infrastructures and test traditional defenses due to their magnitude and sophistication. The authors in [33] have 
explained how SDN controllers monitor whole networks and ML models are linked to continually monitor and 

1. Introduction 
The billions of devices that are linked to the Internet worldwide are collectively referred to as the "Internet of 
Things." The numerous tiny computers that are built into these gadgets allow them to communicate with one another 
and exchange data [1]. The limited processing resources of the Internet of Things are among its most significant 
characteristics. IoT edge data processing is typically required. Typically, edge devices are some form of embedded 
system. The processing power of embedded systems is minimal and constrained. Because of this, some methods for 
carrying out intricate and demanding IoT processing at the frontier] should be developed and distributed through 
sensors to the majority of the globe. The Internet of Things (IoT) has become a crucial part of our daily lives due to 
the rapid advancement of communication technologies as the IoT includes varied devices with limited connection, 
processing, and storage resources. The National Institute of Standards and Technology (NIST) has developed 
lightweight cryptographic algorithms for decryption and encryption, which are tailored to resource-constrained IoT 
devices. Authenticated encryption with associated data (AEAD) techniques provides encryption, integrity, and 
authentication in addition to confidentiality. While traditional encryption algorithms like AES only provide 
confidentiality, AEAD algorithms also provide authenticity [2].  

In general, smart environments include smart cities as a subset. The integration of new technologies like IoT, AI, and 
big data analytics improves efficiency, sustainability, and habitability in many contexts. Interconnected smart items 
in every living location, not just metropolitan regions, create smart environments. The authors in [26] define a smart 
environment as a system that collects data about residents and the environment to model and adjust it. This idea fits 
the IoT goal . This vision envisions sensors and actuators collaborating to achieve common goals. The survey 
highlights significant IoT technology, applications, and potential advantages. Figure 1 displays the top smart 
settings based on expected IoT spending in 2020 and 2014-2020. The majority of expenditures were allocated to 
smart finance, transit, government/environment, customer experience, health, homes, energy, and manufacturing 
[31]. 
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analyze network traffic for DDoS detection. Compatibility with current infrastructure, choosing suitable ML 
algorithms like Support Vector Machine (SVM), Logistic Regression (LR), Random Forest (RF), and KNearest 
Neighbor (KNN), and model training to adapt to changing threats are all challenges of SDN-based DDoS detection. 
This integrated strategy can increase network infrastructure resilience and reduce DDoS assaults on important 
services beyond mitigating immediate risks. These models are evaluated using recall, accuracy, precision, along 
with F1-score. On this UNB CIC-IOT 2023 dataset, the LR model outperforms SVM, RF, and KNN, with accuracy 
rates of 86%, 71%, 60%, as well as 65%, respectively. 
 
The IIoT is being used in industrial activities including manufacturing and safety-critical control applications. The 
IIoT is complicated, with diverse hardware and software, interconnected sub-systems, and strict security, safety, and 
privacy standards[24]. Ensuring security and privacy in IIoT systems is challenging due to system complexity and 
difficulty in defining and proving security needs. The study aims to give a comprehensive overview of IIoT security 
and privacy, reflecting recommendations from reputable standardization groups. This will help academics and 
practitioners understand how different security protocols fit into the overall picture. A comprehensive review of 
security methods and solutions highlights risks and flaws. The study suggests future research areas to address IIoT 
security and privacy issues.  
 
2.  Literature Review 
The necessity of privacy preservation is the growing integration of IoT devices using cloud computing. This study 
thoroughly examines privacy concerns at the confluence of IoT and cloud system. The extensive literature review [3] 
highlights significant difficulties and new developments in privacy-preserving approaches. Analyzing various 
methodologies reveals a deeper understanding of encryption, anonymization, access control, and the integration of 
AI. Recent trends include machine learning enabling dynamic anonymization, homomorphic encryption providing 
secure computation, and AI-driven access control. This survey provides a comprehensive overview of solutions for 
securing sensitive data in IoT-based cloud systems. This poll offers significant insights for those who are 
investigating and navigating privacy preservation in IoT and cloud computing.  
 
Improving privacy in the AI-XR metaverse requires both technological and non-technical solutions[19]. To enhance 
privacy in the AI-XR metaverse, secure computing approaches can be used to handle sensitive data secretly. Use of 
HE is a mathematical method for safe computation. HE enables calculations on encrypted data without decryption. 
The computation is done on ciphertext and the result is also ciphertext, ensuring data privacy. To use HE in the 
metaverse, sensitive data must be encrypted before being sent to a server for execution. 
 
Large amounts of useful industrial big data will result from Industrial Internet development. Companies can increase 
manufacturing efficiency, decrease costs and risks, optimize management processes, and create services and 
business models by mining and using IBD. Multiple institutions and diverse backgrounds contribute to IBD, which 
is multisource, heterogeneous, and multimodal. Data sharing and trading (DS&T) in the Industrial Internet lacks 
trust. Analytics and privacy/security technologies face new hurdles with these traits [4].  
 
Federated learning (FL) offers a machine learning (ML) method that allows collective model training without 
disclosing raw data, making it perfect for IoT applications with scattered data and privacy concerns [5]. IoT systems 
depend on Wireless Sensor Networks (WSNs) to collect environmental data. This article covers FL, IoT, and WSN 
integration in detail. It explores FL basics, techniques, kinds, and FL, IoT, and WSN integration in many sectors. The 
study discusses FL heterogeneity issues and reviews current research. Security, privacy, and performance evaluation 
are also covered. FL, IoT, and WSNs' newest successes and possible research areas are discussed in the study, along 
with their importance in the context of contemporary technological advances. 

Federated learning (FL) is an improved method for training machine learning (ML) models with dispersed data 
while protecting privacy and security. It allows collaborative model training across edge devices or servers without 
data transfer. Federated learning lets devices train on their own data instead of transferring it to a central server, 
which could endanger privacy[6]. These changes are incorporated to improve the global model over iterations. Data 
and user privacy concerns are rising with artificial intelligence (AI) becoming more widespread in new applications. 
FL advances are examined in this article, covering methodology, applications, and problems. 
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Everyday, massive data are generated exponentially. Analytics over data is necessary for meaningful insights 
nowadays. In essential applications, Big Data Analytics (BDA) makes good conclusions. Since local systems have 
massive data to process, cloud platforms store and process it. Public clouds are mostly third-party resources. Cloud 
privacy and security are top issues. Big Data has focused on secure and private BDA. The study [7] examines cloud 
BDA security and privacy solutions from the perspectives of safe access management, secure data storage, and 
private and confidential learning. Each component examines and presents techniques. Secure and private cloud 
BDA is the focus of this article. Challenges and possibilities for further study in this field have been outlined. 

Rapid improvements in the Internet of Things (IoT) have revolutionized communication technologies and customer 
services. AI has been used to improve IoT operations and optimize their potential in modern applications[8]. The 
convergence of IoT and AI has created a new networking paradigm termed Intelligent IoT (IIoT), which might alter 
enterprises and industries. 

Federated learning (FL) enables distributed machine learning on edge devices. However, the FL model creates 
privacy problems. Various methods, such homomorphic encryption HE, differential privacy, as well as multiparty 
collaboration solve FL model privacy concerns. HE offers enhanced security and privacy due to end-to-end 
encryption that protects data throughout computing. In contrast to other privacy-preserving methods, HE does not 
require a trusted environment or protocol among many participants, nor does it include artificial noise that might 
affect system performance. Unfortunately, it has efficiency overhead when used for privacypreserving FL (PPFL). 
Some surveys on PPFL include its design and organization, as well as real HE deployment in PPFL. However, none 
address optimizing HE efficiency in PPFL. The authors in [9] reviews HE efficiency enhancement for PPFL with a 
complete study and layout.  
 
FL allows collaborative machine learning model training without sharing vulnerable local data. Traditional machine 
learning involves aggregating large amounts of raw data, posing privacy and security risks[10] . In 2016,the authors 
in  [11] introduced FL, which trains models on local devices utilising private data and aggregates only local models, 
enhancing data privacy and avoiding central data collection.  

At the start of FL, the parameter server distributes a global model with variables that are random across every 
participating clients. Clients train the model using local data and machine learning algorithms like gradient descent 
repeatedly. The parameter server updates the global model from each client's updated models after local training. 
The updated model is made available to clients for further training. This method is repeated unless the global model 
reaches the desired accuracy or completes the minimum amount of iterations.  
 
The authors in [12] evaluate the risks of federated learning in real-life applications and suggest secure frameworks 
for mobile malware detection. They have examined the importance of federated learning in mobile OS, comparing 
machine learning and deep learning approaches for malware detection and explored the potential and challenges of 
in-built mobile operating system architecture and its impact on user privacy and security. 
  
3.  Security Challenges in Iot-Based Smart Environments 
Evaluating the security of IoT-based smart environments, including smart homes and cities, is crucial for 
implementing proper controls and minimizing security risks. The challenge lies in identifying security standards and 
frameworks that meet requirements and thoroughly evaluate IoT-based smart environments' security posture. The 
authors in[20] have discussed existing security standards and review frameworks, including NIST unique 
publications on security techniques, to identify potential solutions for IoT-based smart environments.  Overall, 80 
ISO/IEC security standards, 32 ETSI standards, and 37 conventional security assessment frameworks, including 7 
NIST special publications on security techniques, were reviewed. The review process included both published and 
developing security standards and assessment frameworks to provide comprehensive and current research. Most 
mainstream security standards and assessment frameworks cannot directly address IoT-based smart environment 
security needs, but can be adapted to do so. This study advances the IoT field by revealing current security standards 
and examining frameworks, enabling new research directions and development of new frameworks to address future 
smart environment security concerns. This paper addresses open issues and challenges in IoT-based smart 
environment security. This paper introduces taxonomy of IoT-based smart environment security challenges, based 



Volume 11 ISSN No. 2395-5457January - December, 2025

30 IITM Journal of Information Technology 

on extensive literature review, and proposes potential solutions. 

Fig 1:  Key aspects of IoT security.

A network of individually identifiable embedded devices with embedded software to communicate across transitory 
states is the Internet of Things (IoT). The study by [22] aims to examine several IoT security problems related to 
current standards and protocols. This paper provides a comprehensive assessment of IoT security, including 
identifying threats, innovative protocols, and recent security efforts. This article provides an updated assessment of 
IoT architecture using protocols and standards for next-gen systems. To meet IoT security needs, protocols, 
standards, and security models are compared. This study highlights the necessity for communication and data audit 
standards to protect hardware, software, and data against risks and assaults. We found that procedures must be 
competent enough to address several threat vectors. This article explores current security research trends, which will 
benefit IoT security development. Research findings can benefit the IoT community by implementing optimum 
security features into devices. 
 
Smart environments aim to increase human comfort and efficiency. The Internet of Things (IoT) is now a technology 
for creating smarter settings. Real-world smart environments based on the IoT concept prioritize security and 
privacy. The security flaws in IoT systems pose a danger to smart environment applications. Intrusion detection 
systems (IDSs) intended for IoT contexts are essential to prevent security attacks exploiting weaknesses. 
Conventional IDSs may not be suitable for IoT contexts due to restricted computation and storage capabilities and 
unique protocols. The article by the authors of [16] surveys the newest IoT-designed IDSs, focusing on their 
methodologies, features, and processes. This article offers a comprehensive understanding of IoT architecture, 
security vulnerabilities, and how it communicates with its levels. This study highlights the importance of 
establishing efficient, reliable, and resilient IDSs for IoT-based smart settings, notwithstanding earlier research on 
their design and implementation. This study concludes with key factors for developing IDSs as a future view. 
 
IoT devices' open accessibility and lack of security have led to a rise in DDoS assaults. DDoS assaults may be 
launched against other targets utilizing the incursion, making it very susceptible. Attackers construct botnets by 
targeting several targets. The authors in [18] identified Confidentiality, Integrity, and Availability as the primary 
security concerns in IoT based networks. The authentication technique includes authenticating both data security 
and routing peers involved in data transfer. A major issue with IoT device authentication is key deployment and 
maintenance. The challenges of IoT compliance and security hinder the development of smart environments in the 
real world. DoS and DDoS assaults on IoT networks affect smart environment services. Communication security 
using the above protocols must be adequate. Information confidentiality, integrity, authentication, and non-
repudiation must be satisfied by security mechanisms used to safeguard communications utilizing the listed 
protocols. The security of interactions with the Internet of Things may be analyzed inside the protocol stack. Denial-
of-service attacks, unlike other attacks, progressively drain resources and network bandwidth, resulting in system 
shutdown without first symptoms of failure. The study by [15] covers DDoS defense techniques, including standard 
and IoT-specific approaches and focuses on DDoS assaults in IoT, in line with current developments. The role of IoT 
botnets and malware, including its novel variations, has been extensively examined to better comprehend the assault 
method. The variety of DDoS assaults is described by creating taxonomies for both attacks and defense methods. To 
compare the main defense systems in recent years, a category description is offered based on their system models, 
important features, and weaknesses.  
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IoT system security is a major concern as the number of services and users in these networks grows. By integrating 
IoT systems and smart surroundings, smart things become more effective. However, IoT security vulnerabilities 
pose significant risks in crucial smart environments in industries like health and manufacturing. In IoT-based smart 
environments, insufficient security puts apps and services at risk. Increasing research on information security in IoT 
systems is crucial to address problems of confidentiality, integrity, and availability in smart settings[17]. 
 
Security breaches are often caused by error by authorized users, rather than technological failures. Individuals can 
choose to reveal their matter in public [13]. Privacy might be mistaken with security and confidentiality. 
Confidentiality is a basic right rooted on privacy and informational self-determination, which pertain to personal 
data protection. Privacy refers to the fair and allowed processing as well as availability of personal information. 
Confidentiality goes beyond data protection rights (Table 1). Privacy must be disclosed before confidentiality may 
be legally "triggered" (first point). The right to privacy is a “negative” right since it prohibits interfering with private 
information. Privacy needs usually take two kinds. Organizations often develop privacy rules based on their ethical 
approach to managing information. Second, institutions and organizations must comply with various privacy laws 
and rules. Data security involves implementing logical, technological, administrative, and physical measures to 
guarantee data confidentiality, integrity, and availability. Confidentiality limits access to non-public information 
that has been agreed upon by many parties. Thus, confidentiality implies that sharing information with another 
person entails a promise not to share it with others. 

Table 1: Components of Information Security.

The intrusion detection system (IDS) software monitors and prevents malicious activities on a network. Intrusion 
detection detects unauthorized access to computer networks and information systems.  

In contrast to exterior intruders, internal intruders are lawful users who attempt to escalate privileges to access illegal 
data or services within a network. IDS consist of a reporting system and a sensor. Sensors acquire data for its main 
purpose. 
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The authors in [14] suggest categorizing IoT IDS ideas based on the types of threats that can be discovered and 
detected. IoT systems may be exposed to security vulnerabilities from legacy technologies and middleware, 
including unsecured HTTP connections and malicious code injection, according to several writers. IoT IDS 
techniques fall into two categories: We concentrate on detecting DoS attacks and identifying routing assaults. Their
findings suggest that both conventional and man-in-the-middle assaults pose dangers. 
 
Smys et al. [27] emphasize the need of intrusion detection systems in current wireless networks due to poor security 
and more invaders. IoT networks require an intrusion detection system to prevent performance deterioration due to 
their heterogeneity and security risks, similar to wireless networks. The proposed research analyzed IoT threats and 
offered a hybrid convolutional neural network module with additional short-term memory. Through experimental 
testing, the proposed model achieves 98% higher detection accuracy than typical recurrent neural networks, making 
it suitable for many IoT situations. Depending on their purpose, IDSs can be host-based or network-based. A HIDS 
monitors a specific computer device for suspicious or malicious software components or unidentified programs that 
impact its operating system, whereas an NIDS analyzes aberrant network traffic. Additionally, IDS-described abuse 
or signature-based and anomaly-based network issues may be divided into two types. A misuse- or signature-based 
IDS hunts for compromised systems during assaults using signatures and patterns such network traffic byte 
sequences. Generally, IDS is needed at the communication level to monitor network activity and links, and generate 
alarms for anomalies, such as policy violations. Classic IDS methods often consider WSNs or the standard Internet, 
as mentioned by Mosenia and Jha [28]. IDSs can detect malicious nodes that inject misleading information or violate 
system rules. IDS-based injection issue solutions have been proposed in recent research efforts. Son et al. [29] 
developed a program that detects code injection attacks on servers with high accuracy.  
 
1.  IDS 
Presently, several smart gadgets impact our surroundings and human existence. The rise of the Internet of Things 
(IoT) is enabling smarter business practices, including health monitoring, surveillance, flood mitigation, farming, as 
well as home automation, through improved connectivity [25]. Using IoT technology in smart surroundings 
enhances the accuracy of smart goods. Additionally, IoT networks face security risks such as DoS and DDoS. IoT 
solutions along with adaptive environments can be disrupted by these threats. The safety of the IoT ecosystem is a 
major concern. Firewalls, security software, and intrusion detection systems (IDS) are insufficient to protect 
systems against cyberattacks. Therefore, innovative AI algorithms like ML and DL are essential for enhanced 
security. IDS involves tracking and analyzing network data to respond to disruptive intrusions. Intrusion detection is 
a technique that identifies and analyzes data flow in networks. 

Fig 2: Block schematic of IDS
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data preparation, classifier model, and predictive. The Boruta feature selection strategy, based on the xgboost 
boosting model, is used to pick the best features for data quality improvement.  Second, Adaboost methods are used 
to generate a good IDS classifier model.  

The intrusion detection system (IDS) software monitors and prevents malicious activities on a network. Intrusion 
detection detects unauthorized access to computer networks and information systems. While external intruders aim 
to access networks and/or information systems from outside the network, internal intruders are legitimate users who 
attempt to elevate privileges in order to get illegal data or services. IDS consists of a reporting system and a sensor. 
Sensors acquire data for its main purpose. The Internet of Things (IoT) provides high security for physical goods like 
intelligent machinery and home appliances. Physical items are assigned an Internet Protocol (IP) address for 
communication with external entities via the Internet. Increased hacker assaults during Internet data sharing put IoT 
devices at risk of security vulnerabilities. Effective attack detection is crucial for a dependable security system after 
powerful attacks. User-to-root (U2R), denial-of-service, and data-type probing attacks can affect IoT systems. This 
article presents performance-based AI models for accurate prediction of IoT device assaults and issues. Particle 
Swarm Optimization (PSO), genetic algorithms, and ant colony optimization were utilized to illustrate the efficiency 
of the recommended approach for four distinct parameters. The proposed PSO approach by [23] led to a 73% 
improvement over existing systems. Kennedy and Eberhart introduced the population-based global optimization 
approach of particle swarm optimization (PSO) in 1995[21]. It is inspired by the social behavior of birds flocking for 
food. PSO is a population-based search method. Individual swarm agents exhibit stochastic behavior due to their 
perception in the neighborhood, acting without supervision. Each particle in the swarm represents a solution in a 
high-dimensional space, with four vectors: current position, best position found, best position found by neighbors, 
and velocity adjusting based on best position reached by itself and neighbors (pbest and gbest). 

The primary PSO benefits are:  1) PSO outperforms standard algorithms in processing speed and global 
searchability [30].  2) Population size has little impact on training speed, as PSO doesn't seem sensitive to it.  3) The 
objective function can be optimized without calculating gradient information, and there are no limits on continuity, 
derivability, convexity, or connectedness of viable areas. PSO algorithm is described in Algorithm 1 

5. Particle Swarm Optimization Algorithm (Pso) 
Input: 
 N: Population size (number of particles) 
 pi: Local best position of particle i. 
 pg: Global best position (group optimal position) 
 fit: Fitness function to evaluate solutions 
 
 __________________________________
            Algorithm for PSO 
__________________________________
 
1. Initialize: 
o Randomly initialize the position xi and velocity vi of each particle i in the search space. 
o Set local best position pi←xi for all particles. o  Determine the global best position pg  based on 
the fitness values. 

2. Repeat (until a stopping criterion is met, e.g., max iterations or a convergence threshold): 
o For each particle i (from 1 to N): 
1. Evaluate Fitness: Calculate fit(xi)  using the fitness function. 
2. Update Local Best: 
 Ø  If fit(xi)>fit(pi), then update pi←xi. 

3. Update Global Best: 
 Ø  If fit(pi)>fit(pg),then update pg←pi 
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4. Update Velocity and Position: 
Ø Update the velocity vi using the formula:  vi←w vi+c1 r1 (pi−xi)+c2 r2 (pg−xi) where: 
Ø w: Inertia weight 
Ø c1,c2: Acceleration coefficients (cognitive and social factors) 
Ø r1,r2: Random values in [0, 1] Ø Update the position xi: ▪ xi←xi+vi 

3. End For Loop 

4. Stopping Condition: Stop when the criterion is met (e.g., a max number of iterations, or minimal fitness   

             improvement).
5. Return pg : The best solution found

6.  Conclusion and Future work 
Integrating Internet of Things (IoT) technology into daily life is rapidly growing and offers several benefits. Despite 
centralized security and authentication concerns including mining, hacking, and service denial attacks, blockchain 
technology offers a solution. However, powered by blockchain IoT systems face privacy issues that must be 
addressed before use. 

Maintaining privacy in IoT contexts requires collaboration and cooperation from all stakeholders to ensure safety 
and enjoyment of its benefits. IoT device manufacturers must provide privacy and security features. Infrastructures 
should integrate IoT-based procedures to avoid privacy breaches and handle security risks. Users of IoT apps must be 
informed of the data gathered and its purpose. IoT users should exercise caution when granting access to private data 
and recognize the possible hazards of abuse.  
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Abstract: The integration of artificial intelligence (AI) in drug discovery has profoundly transformed the pharmaceutical 
landscape by significantly accelerating the identification of potential drug candidates. Among the various AI techniques, Graph 
Neural Networks (GNNs) have proven to be particularly effective in modeling molecular structures, optimizing drug-target 
interactions, and enhancing prediction accuracy. This paper aims to explore the application of GNNs in the field of drug 
discovery, emphasizing their advantages in comparison to traditional molecular representations. Furthermore, the paper delves 
into real-world applications, case studies, and a comparative analysis of existing methodologies to offer a comprehensive 
overview of the current advancements in AI-driven drug discovery.
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1. Introduction
Drug discovery is an intricate and often costly endeavor that encompasses the identification, evaluation, and 
approval of novel therapeutic compounds. Traditional drug discovery methods predominantly rely on experimental 
techniques, which tend to be both time-consuming and resource-intensive. However, the advent of artificial 
intelligence (AI), particularly through the application of deep learning models such as Graph Neural Networks 
(GNNs), has revolutionized this domain by enhancing molecular representation and predictive modeling 
capabilities.

This paper examines the significant role that GNNs play in the drug discovery process, focusing on their ability to 
efficiently capture intricate molecular structures and interactions. The integration of AI-driven methodologies is 
increasingly embraced by pharmaceutical companies and research institutions alike, utilizing GNNs to identify 
promising drug candidates in silico. This approach allows for a preliminary assessment of compounds, potentially 
streamlining the development process and reducing the reliance on costly and protracted laboratory experiments.

The transformative potential of GNNs in enhancing the efficiency of the early stages of drug discovery marks them 
as a vital area of inquiry, deserving of thorough exploration in contemporary research.

2. Literature Review

2.1 Traditional Computational Approaches in Drug Discovery
Early computational methods in drug discovery primarily utilized molecular docking techniques and quantitative 
structure-activity relationship (QSAR) models. However, these traditional approaches have demonstrated 
significant limitations, particularly regarding their capacity for feature extraction and their inadequacy in addressing 
complex molecular interactions. Traditional cheminformatics tools, although valuable, have struggled to keep pace 
with the growing complexity inherent in modern drug discovery processes.

Recent studies have underscored the constraints of these conventional computational methods. For instance, Jiang et 
al. (2021) point out that descriptor-based models, such as QSAR, rely heavily on manually engineered features, 
which may not effectively capture the intricate nature of molecular interactions. Furthermore, Xiong et al. (2021) 
highlight that traditional models exhibit a lack of adaptability, often requiring substantial modifications to 
accommodate new classes of molecules. These challenges underscore the urgent need to transition toward more 
advanced, AI-driven solutions, particularly graph neural networks (GNNs), which offer greater robustness and 
versatility in tackling the complexities of drug discovery.

2.2 Advances with Graph Neural Networks
Graph-based models offer an intuitive representation of molecules, where atoms are regarded as nodes and chemical 
bonds as edges. Graph Neural Networks (GNNs), utilizing message passing and attention mechanisms, enhance 
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feature extraction and improve the prediction of molecular properties (Xiong et al., 2021; Jiang et al., 2021). Unlike 
descriptor-based models, GNNs dynamically learn molecular representations, allowing them to capture complex 
relationships between atoms and functional groups more effectively. 

Recent research has investigated various GNN architectures in the realm of drug discovery. Wu et al. (2021) 
conducted a comprehensive survey of GNN applications, demonstrating that Graph Convolutional Networks 
(GCNs) consistently outperform traditional models in predicting bioactivity and drug-target interactions. Feinberg 
et al. (2020) introduced PotentialNet, a GNN variant that significantly enhances molecular property prediction by 
combining graph convolution with reinforcement learning. Zitnik et al. (2018) utilized GNNs to model 
polypharmacy side effects, showcasing their potential in predicting adverse drug reactions.

Furthermore, Stokes et al. (2020) illustrated how GNNs facilitated the discovery of Halicin, a novel antibiotic 
derived from an extensive compound library. This case exemplifies the capability of AI to expedite drug discovery 
processes and minimize experimental overhead.

Gao et al. (2021) proposed the Generative Network Complex (GNC), a GNN framework designed for de novo drug 
design. This model integrates generative adversarial networks with graph-based learning, enabling the synthesis of 
novel molecular structures with desirable pharmacological properties. These advancements collectively highlight 
the increasing significance of GNNs in transforming drug discovery methodologies.

3. Methodology

3.1 Molecular Graph Representation
Graph Neural Networks (GNNs) facilitate the representation of molecular structures as graphs, enhancing 
predictive capabilities regarding drug-likeness, bioactivity, and toxicity. Two prominent graph-based 
representations of molecular structures are:
Ø Atom-level Graphs: In this representation, individual nodes correspond to atoms, and the edges between 
them signify chemical bonds. This framework allows for the detailed modeling of molecular interactions at the 
atomic scale.
Ø Fragment-based Graphs: Here, clusters of atoms are aggregated and treated as single nodes. This approach 
enhances computational efficiency while maintaining the essential characteristics of molecular structures, making it 
particularly advantageous in large-scale applications (Chen et al., 2024). 

This graph-based methodology demonstrates the potential of GNNs in advancing our understanding and prediction 
of molecular behavior, ultimately contributing to the drug discovery process.

Fig. 1: Molecular Graph Representation

3.2 Graph Neural Network Architectures
Several Graph Neural Network (GNN) architectures have been effectively utilized in drug discovery. Notable 
examples include:
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Graph Convolutional Networks utilize convolutional layers to aggregate information from neighboring nodes.  
Graph Attention Networks leverage attention mechanisms to assign varying weights to the contributions from 
different nodes (Wu et al., 2021).  

Graph Convolutional Networks combined with Reinforcement Learning enhance the processes of molecular 
generation and optimization (Feinberg et al., 2020).  

3.2 Algorithms and Procedures  
The implementation of GNNs in drug discovery follows a systematic workflow that encompasses several critical 
algorithms and methodologies:  
Data Preprocessing involves converting molecular datasets, such as PubChem, ChEMBL, ZINC, DrugBank, and 
AID1706, into graph representations that encapsulate atomic and bond features.  
Feature Engineering pertains to the extraction of node features (representing atomic properties) and edge features 
(indicating bond types), which are subsequently embedded to improve model learning.  
In the Model Training phase, the GNN model undergoes either supervised or semi-supervised training utilizing 
labeled molecular datasets, with optimization of loss functions performed through backpropagation techniques.  
The Prediction and Optimization stage involves the trained model predicting molecular properties and potential 
drug interactions, followed by the application of reinforcement learning strategies for enhanced molecule 
generation and optimization.  
Lastly, in the Validation and Evaluation phase, the model's performance is assessed against various metrics, 
including accuracy, mean squared error, and ROC-AUC scores, to ensure its predictive capabilities are robust and 
reliable.

4. Results and Discussions

4.1 Comparison with Other AI Models
Graph Neural Networks (GNNs) represent one of several AI-driven approaches utilized in drug discovery. Other 
deep learning models, such as Convolutional Neural Networks (CNNs), Recurrent Neural Networks (RNNs), and 
Transformers, also play significant roles in molecular modeling. However, GNNs exhibit distinct advantages over 
these alternatives:
CNNs: Although CNNs excel in image recognition tasks, they face challenges when applied to non-Euclidean data 
like molecular graphs. Using CNNs often necessitates preprocessing steps, such as transforming molecular 
structures into images or 3D voxel representations, which may lead to a loss of critical information.

RNNs: While RNNs are adept at handling sequential data—such as protein sequences and chemical reaction 
pathways—they are not specifically designed to effectively capture spatial relationships within molecular 
structures, which GNNs are particularly proficient at.

Transformers: Recent transformer-based architectures, including ChemBERTa and MolBERT, have demonstrated 
promise in predicting molecular properties through self-attention mechanisms. Although these models excel in 
processing textual molecular representations, such as SMILES, they lack the explicit structural modeling 
capabilities inherent to GNNs.

Fig. 2: Comparison of Accuracy in AI Models in Drug Discovery
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GNNs inherently operate on graph-structured molecular data, making them especially suited for tasks such as drug-
target interaction prediction, molecular property estimation, and de novo drug design. They effectively capture 
topological and relational dependencies within molecules, resulting in superior accuracy across various predictive 
tasks.

4.2 Case Studies: Success Stories of GNNs in Drug Discovery
Numerous studies have established the efficacy of Graph Neural Networks (GNNs) in the identification of novel 
drug candidates. A prominent example is the discovery of Halicin, an antibiotic uncovered through a deep learning 
model that analyzed molecular graphs. This model screened over 100 million compounds and accurately predicted 
Halicin's antibacterial properties, which were subsequently validated through experimental trials (Stokes et al., 
2020). This underscores the potential of GNNs to streamline drug identification processes, thereby minimizing the 
need for expensive laboratory screening.

Another significant application of GNNs can be observed in the repurposing of drugs for COVID-19. Researchers 
utilized a graph-based model to examine the interactions between FDA-approved medications and SARS-CoV-2 
proteins. This approach led to the identification of several promising antiviral candidates, some of which progressed 
to clinical trials. This illustrates the vital role of AI-driven methodologies in accelerating the discovery of new 
therapies (Zitnik et al., 2018).

Fig. 3: Distribution of Drug Discovery Datasets used in GNN Research

4.1 Dataset
Numerous prominent datasets, such as PubChem, ChEMBL, ZINC, DrugBank, and AID1706, have played a crucial 
role in the training of Graph Neural Network (GNN) models for drug discovery. 
These datasets offer comprehensive chemical libraries that include molecular structures, bioactivity data, and 
records of drug-target interactions. This wealth of information supports the development and validation of robust 
predictive models in the field.

4.2 Experimental Setup
The experiments focused on training Graph Neural Network (GNN) architectures with a scaffold-split cross-
validation approach. Model optimization was performed using the Adam optimizer, while 
hyperparameters—including learning rate, batch size, and the number of message-passing steps—were fine-tuned 
through Bayesian optimization. The performance evaluation was conducted using metrics such as the area under the 
receiver operating characteristic curve (ROC-AUC) and mean squared error (MSE).

4.3 Results
The table presents a comparison of different studies that focus on the application of Graph Neural Networks (GNNs) 
in drug discovery, revealing that GNN architectures significantly surpass traditional models in several critical tasks, 
including molecular property prediction, drug-target interaction modeling, and de novo drug design.
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4.6 Key Findings:
Higher Predictive Accuracy: GNNs demonstrated a notable enhancement in predictive accuracy relative to QSAR-
based models, achieving improvements of up to 15% in molecular property prediction tasks.

Faster Drug Screening: The employment of GNN-based approaches led to a 40% reduction in the time necessary for 
screening potential drug candidates compared to conventional computational methods.

Better Generalization: Models trained on datasets such as ZINC, ChEMBL, and DrugBank showcased robust 
generalization capabilities, maintaining high performance even with previously unseen molecular structures.

Drug Repurposing Success: Experimental validations indicated that GNN-predicted drug candidates exhibit 
significant biological activity, highlighting their potential for application in real-world scenarios.

The Graph Attention Network (GAT) model achieved the highest predictive accuracy, owing to its attention 
mechanism that effectively weighs molecular features. Additionally, the GNN combined with Reinforcement 
Learning (GNN + RL) emerged as the most efficient approach for drug design and optimization, though it was 

associated with the highest computational demands.

5. Future Prospects
The integration of Graph Neural Networks (GNNs) into real-world pharmaceutical pipelines presents a significant 
opportunity for accelerating drug discovery. Numerous pharmaceutical companies and research institutions are 
increasingly adopting AI-driven models for the identification of lead compounds, toxicity prediction, and drug 
repurposing. 

Fig. 4: Precision and Recall Performance of GNN Models

Table 1: Application of GNN



Volume 11 ISSN No. 2395-5457January - December, 2025

42 IITM Journal of Information Technology 

Fig. 5: Drug Discovery Pipeline GNN Integration

GNNs are particularly effective in enhancing high-throughput screening processes by rapidly prioritizing candidate 
molecules, which can substantially reduce the number of costly experimental trials required. Furthermore, the 
combination of GNNs with other AI methodologies, such as reinforcement learning and self-supervised learning, 
enables pharmaceutical companies to optimize lead compounds more efficiently. The emergence of cloud-based 
platforms and AI-driven drug discovery startups is fostering collaborative ecosystems that allow researchers to share 
models, datasets, and computational resources.

However, despite these advancements, several challenges persist, including regulatory approval, model 
interpretability, and the necessity for standardized datasets. Effectively addressing these challenges will be essential 
to establish GNNs as a standard tool in pharmaceutical pipelines, thereby facilitating faster and more cost-effective 
drug development.

6. Conclusion
Graph Neural Networks have significantly improved drug discovery by enhancing molecular property prediction 
and drug-target interactions. Their ability to efficiently process large datasets accelerates lead optimization while 
reducing costs and experimental failures. Future research should address data limitations, improve model 
interpretability, and integrate GNNs with quantum computing for enhanced drug discovery. Advancements in 
explainable AI and multi-modal learning will further refine their impact, making GNNs a transformative tool for 
pharmaceutical research and healthcare innovation.
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Abstract: HIV and its most severe manifestation, AIDS, continue to be a major global health concern. Understanding the 
proteolytic activities of HIV's protease enzyme is essential for developing effective strategies to combat viral progression and 
transmission. Although researchers have previously created antiretroviral therapies and inhibitors, issues with toxicity and 
limited availability persist. This paper examines the current state of predictive models designed to identify protease cleavage sites 
in HIV-I AIDS proteins, offering an overview of the employed methodologies, data, and existing challenges. By reviewing 
published works and methodologies to date, this paper aims to provide insights into the present capabilities of machine learning 
models, specifically DCNN, and potential future advancements in predicting protease cleavage sites for HIV-I AIDS. 
Additionally, we propose a novel approach that integrates feature extraction and classification using machine learning 
techniques. The research objective is to conduct a comprehensive analysis of confusion matrix performance metrics, including 
NPV, F1 Score, and MCC, which are utilized to evaluate machine learning model performance in binary classification tasks.

Keywords: F1 Score, MCC, Negative, Predictive Value.
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1. Introduction
AIDS relies on HIV-1 protease, a vital enzyme for replication. This enzyme functions at specific active sites on its 
surface. Small molecules, known as HIV-1 protease inhibitor drugs, bind to this site, disrupting the normal operation 
of the enzyme (Gulnik et al., 2000). Understanding and predicting HIV-1 protease cleavage sites in proteins is 
crucial because cleaved substrates serve as models for developing tightly bound, chemically modified inhibitors. 
This cleavage process represents a significant irreversible post-translational modification that plays a key role in 
numerous physiological processes. Many diseases stem from a protease imbalance. Notably, several proteases 
exhibit specificity, cleaving only the target solvents with particular structural compositions and amino acid residue 
sequence patterns. Thus, understanding the substrate cleavage specificity for individual proteases is essential for 
understanding protease functional activity. Substrate specificity can be assessed using peptide specificity profiling 
or mass spectrometry-based high-throughput methods, each of which has its own strengths and weaknesses.

Given that the experimental identification of protease cleavage events is challenging, costly, and time intensive, the 
development of effective computational methods and tools to complement experimental approaches is highly 
beneficial. AIDS poses a significant threat to sustainable development, primarily owing to its global spread and lack 
of curative treatment. AIDS therapy employs three main approaches: integrase, HIV protease, and reverse 
transcriptase inhibitors (Ghosh et al., 2016).

The pharmaceutical industry focuses primarily on protease inhibitors because of their ability to rapidly restore CD4 
T cell counts and act as a drug barrier (Norris & Rosenberg, 2002). The main obstacle in advancing HIV infection 
treatment is the extensive genetic variability of the virus. The use of protease inhibitors presents significant 
challenges in AIDS treatment. These drugs inhibit viral proteases, thereby preventing the cleavage of amino acid 
chains and formation of proteins necessary for assembling new virus variants.

To develop effective HIV protease inhibitors, it is crucial to identify the cleaved eight-residue peptide accurately. 
There are 208 possible combinations of 20 amino acids, highlighting the need for a precise and efficient method for 
predicting HIV protease activity (You et al., 2005).

2. Literature Review
The prediction of HIV-1 protease cleavage sites is crucial for developing effective inhibitors against HIV, and deep 
convolutional neural networks (CNNs) have been increasingly utilized for this purpose. These models leverage the 
ability of CNNs to extract complex features from sequence data, enhancing prediction accuracy. Various studies 
have explored different methodologies, combining CNNs with other machine learning techniques to improve 
performance. Below, key approaches and findings from recent research are discussed. Multi-View Feature 
Extraction and Ensemble Learning
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A novel approach integrates multi-view feature extraction with a fuzzy rank-based ensemble method, utilizing 
CNNs for feature extraction. This method combines sequence order effects and physicochemical features, achieving 
high accuracy and AUC scores, demonstrating its effectiveness in predicting HIV-1 protease cleavage sites (Palmal 
et al., 2023).The EM-HIV model employs ensemble learning with biased support vector machines and asymmetric 
bagging to address data imbalance and noise. It uses features from amino acid identities, chemical properties, and 
coevolutionary patterns, outperforming state-of-the-art models in several evaluation metrics (Hu et al., 2022).  
Another study uses hybrid descriptors from octapeptide sequences, including bond composition and amino acid 
binary profiles, with various classifiers. Logistic regression and multi-layer perceptron classifiers showed 
comparable performance to state-of-the-art models, indicating the potential of hybrid descriptors in improving 
prediction accuracy (Onah et al., 2022). A hybrid model combines deep CNNs with SVM and genetic algorithms, 
optimized using metaheuristic algorithms like moth search and dragonfly. This approach enhances the prediction of 
cleavage sites by fine-tuning activation functions, demonstrating superior performance compared to existing 
techniques (Kaur & Ghai, 2021). The PU-HIV model introduces a positive-unlabeled learning approach, treating 
unknown sites as unlabeled rather than negative. This method, using biased SVMs, improves prediction accuracy by 
reducing bias from false negatives, offering insights into novel inhibitor design (Li et al., 2021).

3. Methodology
Deep Convolutional Neural Networks (DCNNs) have revolutionized computer vision tasks, achieving state-of-the-
art performance in object detection, classification, text recognition, and scene understanding (Nguyen et al., 2015). 
These networks automatically extract hierarchical and translational-invariant spatial features, integrating them with 
neural network-based classifiers. (Zhou et al., 2016). DCNNs have demonstrated exceptional capabilities in various 
domains, including image classification, hyperspectral image analysis, and medical pattern recognition (Hu et al., 
2015; Khalil et al., 2021; Li et al., 2018). Interestingly, while DCNNs have shown remarkable success, some 
research suggests that combining supervised and unsupervised deep learning approaches can further improve 
performance. For instance, stacking DCNN on top of unsupervised layers or replacing DCNN layers with 
corresponding learnt layers from Convolutional Deep Belief Networks (CDBN) can enhance recognition accuracy 
and reduce computational costs (Nguyen et al., 2015). Additionally, incorporating recurrent connectivity within 
convolutional layers, as seen in the Inception Recurrent Convolutional Neural Network (IRCNN), has shown 
improved performance in object recognition tasks. (Alom et al., 2021).

The suggested model consists of several distinct phases:
Ø  Selecting the data sequence from the information repository
Ø  Data separation and preparation
Ø  Attribute identification method based on 1DWT
Ø  DCNN-based learning and categorization.

Fig 1: Working Model of DCNN

Gathering information from the domain is extremely difficult, particularly when managing natural information. In 
this study on cleavage sites, data were collected from the UCI Data Repository. The UCI Repository comprises 
datasets, domain theories, and data generators utilized by the ML community for the experimental examination of 
ML calculations. Four datasets were used in the proposed study: Data_set_746, Data_set_1625, Dataset_Schilling, 
and Dataset_Impens. Each information question comprised two sections: an initial eight-letter alphabetic string 
representing eight unique amino acids, where "1" and "-1" denote cleavage and non-cleavage spots, respectively, in 
t h e  o c t a m e r .  T h e  a l p h a b e t i c  s t r i n g  c o n s i d e r e d  f o r  e n c o d i n g  c o m p r i s e s  
{B,A,D,N,C,Q,E,H,I,L,M,,K,F,S,P,T,W,V,Y}, each signifying a different AA. Octamer sequence encoding is vital 
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for understanding the ML methods. Researchers have devised various encoding strategies, such as Ortho-normal 
Encoding (OE), which consists of a 20-bit vector. However, a drawback of the OE is the loss of useful data. Other 
strategies incorporate the BLOSUM62, BLOSUM 50 frameworks, and Taylor Venn chart encoding. The proposed 
system model includes orthonormal encoding, which integrates the inherent and chemical characteristics of each 
amino acid. Features such as polarity, HI, Hydropathy Index, and proline content were normalized using specific 
formulas. Various techniques have been incorporated for feature identification, such as KNN, SVM, GP, and ANN; 
however, the method applied in the proposed model for extracting features is the 1DWT. After extracting the 
features, the DWT results were used to train the DCNN. Classification involves SL techniques and learning through 
the properties described in data_input. Classification is performed in two stages: training and testing. The classifier 
used in this study is the DCNN.

 
4. Results
This comparative analysis of DCNN and SVM_GA across four datasets (Data746, Data1625, Data Shilling, and 
Data Impens) reveals notable patterns in their performance, as measured by the Net Predicted Value (NPV). For 
Data746, DCNN slightly outperforms SVM_GA with an NPV of 88.889 versus 85.714, suggesting a minor 
advantage in predictive capability for this dataset. However, the difference in performance is minimal. In the case of 
Data1625, both models exhibit identical performance, each achieving an NPV of 42.857. This indicates that neither 
model has a clear advantage for this particular dataset, nor both may encounter similar challenges or benefits from its 
structure. DCNN significantly surpasses SVM_GA when applied to DataShilling, achieving an NPV of 69.369 
compared to 48.649. This substantial difference implies that DCNN is particularly well-suited to handle the 
characteristics or patterns present in DataShilling. Conversely, SVM_GA demonstrates superior performance on 
Data Impens, with an NPV of 71.795 versus DCNN's 56.41. This suggests that SVM_GA may be better equipped to 
manage the unique features of Data Impens, possibly due to its capacity to handle intricate decision boundaries more 
effectively in this instance. The results indicate that neither model consistently outperforms the other across all 
datasets. DCNN exhibits notable strengths in certain scenarios, particularly with Data746 and Data Shilling, while 
SVM_GA shows superior performance with Data Impens. The comparable performance on Data1625 further 
emphasizes that model effectiveness is heavily influenced by the specific characteristics of each dataset. These 
findings suggest that the selection of an appropriate model should be tailored to the nature of the data and the 
problem at hand.

Table 1: Negative Predicted Value for Four datasets 

This comparative analysis employs the Matthews Correlation Coefficient (MCC) to evaluate the effectiveness of 
DCNN and SVM_GA across four datasets: Data746, Data1625, DataShilling, and DataImpens. In the case of 
Data746, DCNN exhibited superior performance with an MCC of 0.6814, surpassing SVM_GA's 0.62665. This 
indicates a more robust positive correlation between predicted and actual values for DCNN. A similar pattern 
emerged with DataShilling, where DCNN achieved 0.65096, while SVM_GA scored 0.59219. These findings 
suggest DCNN's greater reliability in capturing relationships within these two datasets. However, both models 
struggled with Data1625, yielding low MCC values (DCNN: 0.26828, SVM_GA: 0.23761), though DCNN 
maintained a marginal advantage. Notably, SVM_GA slightly outperformed DCNN for DataImpens, scoring an 
MCC of 0.55176 compared to DCNN's 0.5142. This implies that SVM_GA might be better equipped to handle the 
intricacies or characteristics present in DataImpens. In summary, DCNN demonstrates a consistent advantage over 
SVM_GA in most scenarios, particularly for Data746 and DataShilling, where its higher MCC reflects stronger 
predictive capabilities. However, SVM_GA's superior performance with DataImpens indicates that model selection 
should consider the specific attributes of the dataset in question. The comparable performance of both models on 
Data1625 highlights the difficulties presented by this particular dataset. Consequently, the optimal model choice 
should take into account the nature of the dataset and the intended predictive outcomes.
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This comparative analysis utilized the F1 score to evaluate the effectiveness of DCNN and SVM_GA across four 
datasets: Data746, Data1625, Data Shilling, and Data Impens. For Data746, DCNN exhibited a slight advantage 
over SVM_GA, achieving an F1 score of 81.481 compared to 78.534. This indicates that DCNN offers a somewhat 
superior balance of precision and recall in predicting correct outcomes. In the case of Data1625, both models 
demonstrated nearly identical performance, with DCNN and SVM_GA scoring 96.67 and 96 respectively. This 
close result suggests that both models are highly effective in predicting values for this particular dataset. Examining 
DataShilling, both models showed exceptional performance, with DCNN reaching an F1 score of 96.037 and 
SVM_GA attaining 96.081. The minimal difference between these scores underscores their comparable predictive 
capabilities for this dataset, indicating that they are almost equally robust when applied to DataShilling. For Data 
Impens, DCNN achieved a score of 93.496, while SVM_GA scored 92.662. This outcome again shows DCNN 
outperforming SVM_GA, albeit by a small margin. In summary, DCNN demonstrates a slight advantage over 
SVM_GA in most scenarios, particularly for Data746 and Data Impens, where it achieves higher F1 scores. 
However, the models performed nearly identically for Data1625 and DataShilling, with only minor variations in 
their F1 scores. These findings suggest that DCNN may be more suitable for datasets like Data746 and Data Impens, 
while both models prove highly effective for Data1625 and DataShilling, where they achieve near-perfect scores. 
Consequently, the selection between these models depends on the specific requirements and characteristics of the 
dataset in question.

Table 2: Mathew Correlation Coefficient for Four datasets

Table 3: F1 Score for Four datasets 

5. Conclusion
This research investigates the current status of predictive models for discovering HIV-1 protease cleavage sites in 
proteins and proposes a new approach combining feature extraction and classification using machine learning 
methods, specifically Deep Convolutional Neural Networks (DCNNs). The study compares the performance of 
DCNN with SVM_GA across four datasets (Data746, Data1625, Data Shilling, and DataImpens) using various 
evaluation metrics such as Net Predicted Value (NPV), Matthews Correlation Coefficient (MCC), and F1 score. The 
results indicate that DCNN generally outperforms SVM_GA, particularly in Data746 and Data Shilling, while 
SVM_GA shows superior performance in Data Impens. However, the performance of both models is comparable in 
Data1625. The findings suggest that model selection should be tailored to the specific characteristics of the dataset 
and the problem at hand.
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1. Introduction
There's a need for better survey tools in schools, businesses, and research. Right now, many old survey systems just 
don't meet the mark- they are not flexible and lack the features people want. To fix this, a web-based survey 
application which is easy to use, secure, and works well, is developed and presented through this work.

The proposed app 'SurveyCraft' simplifies survey management. One can change the questions, use a simple 
interface, and get quick reports. It is built using React [3] on the front end and Django[2][9]in the back end, so that 
everything runs smoothly. RBAC has also been added. This gives different users like admins, creators, and 
responders different access levels, which keeps things secure. To keep the app running well with lots of users, Celery 
[16] and Redis[5] has been used. These tools help with tasks like processing data and sending notifications fast. 

This paper describes how the SurveyCraft app has been built, what functionality it provides and how it works. 
It also stresses on how theapp can also be useful for school tests, market research, and other ways to gather data, 
focusing on ensuring that the app can grow and keep data safe, making it a great choice for surveys in different fields.

2. Background Study
In the existing digital landscape, where education, business and research take place on online platforms, the need 
for creating a comprehensive survey application is realized. The traditional survey methods, which involve paper 
surveys or questionnaires sent by email, are obsolete, as they are slow, less efficient, and more difficult to analyze 
[8]. On the other hand, digital survey tools bring real-time analytics, immediate access to responses, and more 
streamlined data management to the table, which makes them far more superior for organizations hoping to collect 
meaningful feedback quickly and accurately [10]. As organizations demand more efficient survey solutions, 
developers are building apps that serve both survey creators and respondents. These platforms should be user-
friendly and allow for a diverse range of questions, from multiple choice to open-ended questions. Real-time 
analytics is essential because it enables both monitoring as responses are received and, if required, the modification 
of structures. Its function is to make it easier to find the trends quickly and respond to them in a timely and well-
informed way [11].Security and privacy cannot be ignored when creating an online survey app. Because surveys 
collect a lot of personal data, their confidentiality must be safeguarded. HTTPS encryption, JSON Web Tokens 
(JWT)[6]or OAuth 2.0secure authentication protocols are necessary to name just a few, plus input data validation- all 
these take a part in making sure that the app is secure and trustworthy[12]. Finally, as the number of users and surveys 
grows, the system should be scalable. This will allow for higher demand without slowing down, thus guaranteeing a 
smooth experience to all of the users on it [13].

In order to fulfill its well-performing requirement, asynchronous sounding off is really important. For example, 
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Ø Analytics Survey Module
The analytics module gives admins and creators real-time insights of the survey results in visual graphs and charts, 
which help them gather valuable information regarding feedback

Ø Security Measures
All data transactions in this app are secured with HTTPS, ensuring that the user's sensitive information is kept 
private. Input validation and sanitization measures have also been implemented to defend against attacks such as 
SQL injection (SQLI) and cross-site scripting (XSS).

Ø Asynchronous Processing
Celery handles asynchronous tasks like sending email notifications or generating reports so that there is no issue 
related to slowing down of the main application. Further, Redis assists in managing how well the backend 
communicates with the task queues to keep things fresh.

trying to synchronize the sending of notifications and operating on sets of real big data will grind a system to a halt. 
By using tools like Celery, one can move these tasks off into the background where they operate and keep main 
application responsive and efficient [14].Overall, creating a successful survey app needs more than just a way to 
collect data. It involves ensuring that the app is easy to use, secure, scalable, and able to handle background tasks 
efficiently. , Building an app that meets these needs becomes increasingly essential as businesses and educational 
institutions continue to rely on these tools for insights and decision-making [15].

3. Working and Implementation 

3.1 System Design
This empowers SurveyCraft with a modular and scalable system design to provide flexibility, security, and 
performance. The architecture comprises core components that take care of user requests, data processing, and 
backend services.

Ø Frontend Design
The frontend of the application is created in React, providing flexibility with reusable components, which keeps a 
clear and easy user interface (UI). This design allows survey creators and respondents to have a problem-free 
experience. To make this design responsive and work on all devices, tailwind CSS has been used. Tailwind [4] is 
used to make the design responsive, ensuring compatibility across various devices.

For state management, Redux is utilized to effectively handle the state through many   different components. 
Friendly React minimizes and consolidates rendering while managing data flow_operation_type_ survey inputs 
and responses throughout the codebase. The UI is dynamic based on the user role (admin, creator, or respondent). 
Depending on the role, the user views different dashboards which should let them use all relevant features as per 
their permissions, including, but not limited to, creating surveys, submitting them, and analyzing the results.

Ø Backend Design
DRF [1]is used for easier creation of secure and efficient APIs (Application Programming Interfaces) that are used 
as the backend of the application. DRF simplifies building services to process surveys, questions, and answers. For 
the database, PostgreSQL[7]is used, given its scalability, reliability, and ability to handle complex queries. It 
contains all the vital elements like users, surveys, questions, answers, and analytics.

User authentication is handled with JWT, which provides a secure login. Role-Based Access Control ensures that 
each user can only access the features appropriate to their role whether that's as an admin, creator, or respondent. For 
handling tasks that run in the background, like sending notification and processing large datasets, Celeryhas been 
used with Redis as the message broker. This ensures that all these operations don't interrupt the main application 
flow.
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Ø Scalability and Performance
The app is meant to be horizontally scalable to ensure that the system grows as demand increases, and still performs 
well. As the number of users and surveys scales, this will ensure that there's no performance degradation on the 
system. Docker[17] containers are used for the application, which makes scalability use easy and ensures that the app 
runs the same in all environments, offline servers, cloud.

3.2 System Architecture
SurveyCraft is architected as modular and layered with client-server model. This architecture allows the different 
components to talk to one another in a scalable, secure, and efficient manner. Figure 1 presents the architecture of the 
SurveyCraft application. The system consists of the following layers:

Ø Client Layer (Frontend)
For the frontend, React, Redux and Tailwind CSS (cascading stylesheets) have been used- React makes the app 
responsive, data flow is handled by Redux and, CSSis made simple with Tailwind CSS. Frontend is the part where 
admins, creators, and respondents use the application. It presents the survey data and results in an easy-to-read 
manner.

Ø Application Layer (Backend/API)
The backend is built with Django and Django REST Framework. It handles tasks like making surveys, managing 
users, and collecting responses. Redis helps keep the app fast by managing background tasks and storing data that 
gets used often.

Ø Data Layer (Database)
PostgreSQL is the database used for storing all important information, such as user profiles, survey details, 
responses, and stats. It's dependable and can manage a lot of data easily.

Ø Security Layer
This layer makes sure that the app is safe and secure. It uses JWT for user authentication, HTTPS for secure 
communication, and checks inputs for safety. It also makes sure users have the right access to various areas of the 
app.

Ø Deployment Layer
The app is packaged with Docker and Docker Compose. Cloud services like AWS or Azure are used to deploy and 
scale it. This layer keeps the app reliable and able to handle many users, even when there is a lot of traffic.

Fig. 1: Architecture of SurveyCraft application
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1.1 Application Interface
 In the given figures 2-6, SurveyCraftapp interface is shown.

Fig.2: Sign-in Page

Fig.3: Dashboard Page
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Fig.5: Add and Save

Fig.4: Survey Creation Page
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Fig.6: Delete and more option

4. Findings
The development of the SurveyCraftapp with its set of features has resulted in a platform that efficiently handles 
survey creation, distribution, and response processing. Key findings include:
Ø High Response Rate Expectation: Based on the design, the platform is expected to handle surveys with a 
strong response rate, as the interface is intuitive and user-friendly.
Ø Diverse Question Types: The platform supports different types of questions, including single choice, multiple 
choicequestions (MCQs), and open-ended questions, allowing for comprehensive data collection.
Ø Real-Time Analytics: The survey feedback and results will no longer require waiting weeks for analysis as 
the system can process and visualize responses in one pipeline, providing feedback in under 10 mili-seconds.
Ø Error Handling: The platform incorporates error-checking mechanisms to address issues such 
as incomplete responses or network errors, minimizing disruptions in the survey participation process.
Ø Availability: The architecture is designed to keep surveys open at all times, and underwent availability testing 
over a period of time.

6. Conclusion and Future Scope
This paper discusses a proposed web-based survey creation applicationSurveyCrafta versatile and easy-to-use form 
builder to create one's own survey. It can handle multiple types of questions, including Likertscale with emojis, 
multiple choice, and open-ended questions, such that it's easy to create surveys and quiz that cover all bases. The 
app offers a clean interface, which enables creators to design and edit surveys with utmost ease. The platform 
focuses on ease of use, reliability, and flexibility to ensure smooth scaling.As this work discusses the initial release 
of the app with the general public, regular testing and updates will further help improve the performance of the 
application software.
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1. Introduction
The fields of Robotics, Internet of Things (IoT), and Embedded Systems have become pivotal in driving the digital 
transformation across industries. Each of these domains brings unique capabilities to the table, and their 
convergence is enabling the development of intelligent systems capable of automating complex tasks, collecting and 
processing data, and responding to real-time stimuli–[1].

Ø Robotics: Robotics is the study and creation of robots, which are machines designed to perform tasks 
automatically or with minimal human intervention. Robots can be used in various fields such as manufacturing, 
healthcare, agriculture, and service industries. They are often equipped with sensors, actuators, and advanced 
algorithms that enable them to perform tasks such as assembly, surgery, and even autonomous navigation[2].
Ø Internet of Things (IoT): IoT refers to the network of physical devices (like sensors, actuators, and other 
objects) that are interconnected and can communicate with each other over the internet. These devices can collect, 
exchange, and act on data without human intervention. For example, in smart homes, devices like thermostats, 
lights, and security cameras can be controlled remotely or programmed to work together to optimize energy use or 
enhance security[3].
Ø Embedded Systems: Embedded systems are specialized computing systems that are designed to carry out 
specific tasks. They are "embedded" within larger systems, meaning they aren't typically standalone computers but 
rather form part of a larger device. These systems are optimized for real-time operations and often have strict time 
constraints. Common examples include the control systems in cars (like anti-lock braking), medical devices (like 
pacemakers), and household electronics (like microwave ovens).The intersection of these technologies has given 
rise to new possibilities in areas like smart homes, smart cities, healthcare, industrial automation, and more. This 
paper aims to delve into these trends, highlight current applications, and discuss the future of robotics, IoT, and 
embedded systems integration[4].
Ø The combination of robotics, IoT, and embedded systems has led to the creation of intelligent systems. These 
systems can collect data, process it, make decisions, and perform actions autonomously or semi-autonomously, 
based on real-time data. This convergence enables the automation of complex tasks, such as remote monitoring of 
machinery, automated medical diagnoses, or even self-driving cars.

2.  Integration of Robotics, IoT, and Embedded Systems
The integration of Robotics, Internet of Things (IoT), and Embedded Systems is creating powerful and efficient 
intelligent systems. These technologies work together to enable robots and devices to interact with the physical 
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world, process data locally, and communicate with each other and the cloud. This section explores the connections 
between these fields and how they work together to create innovative solutions[5].

Ø Robotics and IoT:The integration of IoT with robotics significantly enhances the capabilities of robots. IoT 
enables remote monitoring and control of robotic systems, allowing them to interact with external devices and the 
environment[6]. Some of the key benefits and examples include:
Ø Smart Manufacturing: In smart manufacturing, robots are equipped with IoT sensors that can track 
equipment status in real-time. This provides valuable data for monitoring the health of machinery, which can be used 
to predict when maintenance is needed. This predictive maintenance helps prevent machine failure and minimizes 
downtime, improving productivity.
Ø Autonomous Vehicles: In the case of autonomous vehicles, IoT sensors (such as GPS, cameras, and radar) 
enable vehicles to interact with external devices like traffic signals, road sensors, and other vehicles. This exchange 
of data allows the vehicle to make decisions in real-time, improving its ability to navigate, avoid obstacles, and 
follow traffic laws without human intervention. The IoT infrastructure aids in the vehicle's autonomy by 
continuously collecting and sharing data from the vehicle's sensors to the cloud or local systems.
Ø Collaborative Robots (Cobots): Collaborative robots (or cobots) are robots designed to work alongside 
humans in a shared workspace. IoT allows these cobots to communicate with other machines and humans in real-
time. This integration ensures that cobots can operate safely, adjust their actions based on human proximity, and 
collaborate efficiently with other machines. For instance, a cobot in a factory can communicate with other robots or 
devices to synchronize tasks, increasing efficiency and ensuring the safety of workers.
Ø Embedded Systems in Robotics and IoT:Embedded systems are the essential computing components that 
power both robotics and IoT devices. These systems are responsible for controlling, processing, and connecting 
devices, enabling them to function as part of a larger network. In robotics and IoT, embedded systems play key roles:
Ø Processing: Embedded systems are often designed to perform real-time computations. In robots, they 
control the motors, sensors, and actuators, ensuring that the robot responds to its environment and carries out tasks 
accurately and efficiently. In IoT devices, embedded systems process the data collected from sensors locally, 
reducing the need for cloud-based processing. This is crucial for applications requiring real-time response or where 
network connectivity is limited or unreliable.
Ø Connectivity: One of the most critical functions of embedded systems in IoT is enabling connectivity. They 
manage the communication between devices and the cloud. For example, embedded systems in an IoT-enabled robot 
allow it to send data about its status, environment, or performance to a central cloud server for further analysis. They 
also allow the robot to receive commands and updates from the cloud or other devices, making the robot a part of a 
larger interconnected system.
Ø Control: Embedded systems are responsible for the control of robots, especially in autonomous systems. In 
robotics, they determine the robot's actions based on input from sensors, cameras, and external devices. For instance, 
in autonomous vehicles, embedded systems control the vehicle's speed, direction, and responses to environmental 
changes, such as avoiding obstacles. In IoT, embedded systems manage the interactions between sensors and 
devices, enabling actions based on data inputs, like adjusting a thermostat based on temperature readings or 
triggering a security system when motion is detected.

3. Applications of Robotics, IoT, and Embedded Systems
The integration of Robotics, IoT, and Embedded Systems is transforming various industries by enabling more 
efficient, automated, and intelligent systems[7][6][8]. Below are some key areas where these technologies are having 
a significant impact:

3.1 Healthcare Robotic Surgery: IoT-enabled robots assist surgeons by providing precise, real-time data about 
the patient's condition, such as vital signs, tissue properties, and surgical tools' positions. This enhances the surgeon's 
capabilities, leading to more accurate procedures with smaller incisions and quicker recovery times. For example, 
robotic systems like da Vinci Surgical Systems offer advanced automation, allowing surgeons to perform minimally 
invasive procedures with high precision.

3.2 Remote Patient Monitoring: Wearable IoT devices (such as smartwatches or sensors) collect patient data, 
such as heart rate, blood pressure, glucose levels, or oxygen saturation. These devices are connected to embedded 
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systems that process this data locally and send it to healthcare providers or the cloud for continuous monitoring. This 
allows for real-time health tracking, enabling early detection of medical issues and more timely interventions. 
Robots can also assist in administering medication, delivering supplies, or even helping patients with mobility.

3.3 Rehabilitation Robots: IoT and embedded systems are used to create rehabilitation robots that help patients 
recover from injuries or surgeries. These robots can track a patient's progress, such as range of motion or muscle 
strength, and adjust the rehabilitation program accordingly. Personalized rehabilitation programs can be designed 
based on the real-time data collected, leading to more effective and tailored recovery plans for each patient

4. Smart Homes and Cities

4.1 Smart Homes: In smart homes, robots, embedded systems, and IoT devices work together to automate and 
control various household systems like lighting, heating, cooling, security, and entertainment. For instance, robots 
can perform household chores like vacuuming (e.g., Roomba), cleaning windows, or even cooking meals. IoT 
devices (like smart thermostats and lights) enable remote control of the home environment through smartphones or 
voice assistants. Embedded systems control the operation of these devices, ensuring seamless interactions and 
energy-efficient performance.

4.2 Smart Cities: Robotics and IoT are applied in urban areas for managing resources and enhancing public 
safety. For example, robots can be used in waste management, performing tasks like collecting trash or sorting 
recyclables autonomously. IoT sensors are placed in various parts of the city to monitor traffic, pollution, energy use, 
and other metrics in real time. Embedded systems control urban infrastructure, such as traffic lights or street lighting, 
to optimize energy usage and reduce congestion.

Ø Industrial Automation
Ø Automated Manufacturing: In manufacturing, robotics and IoT come together to create intelligent 
factories. Robots equipped with IoT sensors gather data on machine performance, production rates, and product 
quality. This data is analyzed to improve the efficiency of production lines. Embedded systems control the operation 
of machinery, allowing for precise movements, adjustments, and automated quality checks. By connecting robots 
and machinery, manufacturers can streamline operations and reduce human error.
Ø Predictive Maintenance: IoT sensors embedded in industrial machines can monitor their health by tracking 
parameters like temperature, vibration, or pressure. This data is sent to robots or centralized systems, where 
embedded systems analyze it to predict when a machine will require maintenance. This predictive maintenance 
approach helps prevent unplanned downtime, extend the lifespan of machinery, and avoid costly repairs by 
addressing wear and tear before failure occurs.
Ø Agriculture
Ø Precision Farming: Robotic systems equipped with IoT sensors are used in precision farming to monitor 
crop health, soil conditions, and environmental factors in real time. These sensors gather data on soil moisture, 
temperature, and nutrient levels. Embedded systems process this data locally to optimize farming practices, such as 
adjusting irrigation schedules, fertilization, and pest control, leading to more efficient resource usage and higher 
crop yields.
Ø Autonomous Tractors: Autonomous tractors are robots that use IoT to navigate and perform agricultural 
tasks like plowing, planting, and harvesting. These tractors are equipped with GPS and other sensors, which allow 
them to operate autonomously in the fields, reducing the need for manual labor and increasing efficiency. Embedded 
systems control the navigation, movement, and task execution of the tractors, ensuring precision and minimizing 
resource waste.

5. Challenges and Limitations
Despite the transformative potential of integrating Robotics, IoT, and Embedded Systems across industries, 
several challenges hinder their seamless deployment and scalability[9][10][11]. Key challenges include:

Ø Security and Privacy
The integration of robotics, IoT, and embedded systems creates vast amounts of sensitive data. Ensuring secure 
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communication and protecting against cyber-attacks are critical challenges, particularly in healthcare, industrial 
automation, and smart cities.
Ø Interoperability
IoT devices and robots often come from different manufacturers, each with its communication protocols and 
standards. Ensuring interoperability among these devices is crucial for seamless integration.
Ø Real-Time Performance
In robotics and IoT applications, systems often need to respond in real-time (e.g., autonomous vehicles or robotic 
surgery). Ensuring low-latency and high reliability in embedded systems remains a challenge.
Ø Energy Efficiency
Robotics and IoT devices often require continuous operation, but many of them have limited power supply. Energy-
efficient embedded systems are crucial for prolonging the operation of battery-powered devices.

6. Future Directions
As these technologies continue to evolve, several key advancements and trends are expected to shape their 
future[10][12]:

Ø Artificial Intelligence and Machine Learning
Integrating AI and ML with robotics, IoT, and embedded systems will enable more autonomous and intelligent 
systems. For instance, robots can adapt to new environments, learn from experience, and improve performance over 
time.
Ø Edge and Fog Computing
By leveraging edge computing, which processes data closer to where it is generated, robotics and IoT systems can 
make faster, real-time decisions. Fog computing, a distributed computing model, is expected to become more 
prevalent in real-time applications such as autonomous vehicles and industrial automation.
Ø 5G Networks
The advent of 5G technology will dramatically increase the data transmission speed and reduce latency, which is 
essential for supporting real-time, high-bandwidth applications in robotics, IoT, and embedded systems.
Ø Quantum Computing
Quantum computing may have a profound impact on embedded systems, enabling them to handle more complex 
computations. It could play a role in improving AI algorithms, particularly in real-time robotic control and decision-
making.

7. Conclusion
The convergence of Robotics, IoT, and Embedded Systems holds immense potential to create smarter, more 
efficient, and more autonomous systems. By leveraging these technologies, industries such as healthcare, 
manufacturing, agriculture, and smart cities are witnessing transformative changes. However, challenges such as 
security, interoperability, real-time performance, and energy efficiency must be addressed to fully realize their 
potential. Moving forward, advances in AI, 5G, edge computing, and quantum computing will further enable the 
growth and sophistication of these systems, paving the way for a new era of intelligent automation.
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1. Introduction
Cybercrime has become a pressing concern in the modern era, with women being among the most vulnerable targets. 
Cybercrimes refer to offenses committed through electronic communication or information systems, involving 
illegal activities where computers and networks play a central role. With the rapid expansion of the internet, the 
prevalence of cybercrimes has also surged, as criminals no longer require physical presence to commit offenses. In 
response to this growing threat, cyber laws were established to regulate and control crimes carried out via the 
internet, cyberspace, or digital resources. Cyber law encompasses legal issues related to the use of communication 
and computer technology, playing a crucial role in the digital age by governing online activities and transactions.

According to the National Crime Records Bureau (NCRB), 52,974 cases of cybercrime were registered, marking a 
5.9% increase from 2020 (50,035 cases). The crime rate in this category rose from 3.7 in 2020 to 3.9 in 2021. In 2023, 
60.8% of cybercrime cases were linked to fraud (32,230 out of 52,974 cases), followed by sexual exploitation at 
8.6% (4,555 cases) and extortion at 5.4% (2,883 cases). The NCRB data for 2021 also revealed a more than 40% rise 
in crimes against women and children, a charge-sheeting rate of just 31% for IPC cases, and a staggering 111% 
increase in cybercrime cases in the national capital.

2. Types of Cyber Crimes Against Women

2.1 Sextortion: One of the most prevalent cybercrimes against women, even during the pandemic, was 
sextortion. Offenders blackmailed victims using their private or manipulated images, demanding money or sexual 
favors. Many perpetrators, frustrated by financial constraints, resorted to threats, coercing victims into engaging in 
video calls or exchanging explicit messages.
2.2 Phishing: Phishing is a fraudulent practice where an individual or entity impersonates a trusted organization 
in electronic communications, such as emails or messages, to deceive victims into revealing sensitive information 
like passwords and credit card details. It is a widespread form of cybercrime used to exploit personal and financial 
data.
2.3 Cyber Obscenity/Pornography: Considered one of the most severe online offenses, cyber obscenity involves 
the publication or distribution of pornographic content through electronic means. This includes the unauthorized 
dissemination of explicit material that violates privacy and dignity.
2.4 Cyber stalking: Women are often the primary targets of cyber stalking, a digital extension of traditional 
stalking. The Oxford Dictionary defines stalking as covertly pursuing someone. Cyber stalking includes tracking a 
person's online activities, sending persistent or threatening emails, posting messages on forums they frequent, or 
infiltrating their digital spaces. This crime leverages technology to harass and intimidate victims.

3. Legal Measures to Protect Women from Cybercrimes
Although there is no dedicated legal framework exclusively governing cybercrimes against women, several 
provisions across different laws offer legal recourse.
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3.1 The Indian Penal Code (IPC), 1860
Before 2013, cyber bullying and online crimes against women were not directly addressed under the law. 
However, the Criminal Law (Amendment) Act, 2013, introduced Sections 354A to 354D to tackle such 
offenses:

Ø Sexual Harassment (Section 354A):
Ø Covers acts such as demanding sexual favors, showing pornography without consent, or making sexually 
inappropriate remarks.
Ø Punishable by up to three years of imprisonment, a fine, or both.
Ø Less severe offenses carry penalties of up to one year of imprisonment, a fine, or both.

Ø Voyeurism (Section 354C):
Ø Defined as capturing or distributing images of a woman engaged in a private act without her consent.
Ø Conviction results in up to three years of imprisonment for the first offense and up to seven years for 
repeat offenses.

Ø Stalking (Section 354D):
Ø Covers both physical and online stalking, including persistently pursuing a woman despite her disinterest 
or monitoring her online activity.
Ø Punishable by up to three years of imprisonment and a fine, increasing to five years for repeat 
offenses.

Ø  Other Relevant Legal Provisions
Beyond specific amendments, other sections of the IPC provide avenues for prosecuting cybercriminals:

Ø Defamation (Section 499 & 500):
Ø Intentionally harming someone's reputation through false statements or images.
Ø Punishable by up to two years of imprisonment, a fine, or both.

Ø Criminal Intimidation (Section 503):
Ø Threatening someone to manipulate or control their actions, often seen in cyber blackmail cases.

Ø Anonymous Criminal Intimidation (Section 507):
Ø Addresses threats made anonymously through digital means, providing for strict penalties.

Ø Insulting a Woman's Modesty (Section 509):
Ø Covers verbal remarks, gestures, or online content intended to offend or violate a woman's dignity.
Ø Offenders can face up to three years of imprisonment and a fine.
By enforcing these laws and raising awareness, stronger legal mechanisms can help curb cybercrimes against     
women and ensure their safety in the digital world.

3.2  The Information Technology Act, 2000
In order to facilitate electronic filing of documents with government agencies, this Act[16] was passed in 2000 to 
give legal recognition to transactions conducted through electronic data interchange and other electronic 
communication methods, also known as electronic commerce. These transactions incorporate the use of alternatives 
to paper-based methods of communication and information storage. 

Ø Offence of Identity Theft: According to Section 66C of the IT Act, identity theft is a crime that carries 
penalties. This clause would apply to cyber hacking situations. This provision stipulates that anyone who 
dishonestly or fraudulently uses another person's password, electronic signature, or other unique identifying 
information faces a maximum sentence of three years in prison and a fine of up to Rs. one lakh.
Ø Violation of Privacy: Section 66E deals with situations in which someone's right to privacy is violated. 
Taking, sharing, or sending a picture of someone's private area without their permission or in a way that infringes on 
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their privacy can result in up to three years in prison and/or a fine.
Ø Publishing or transmitting obscene material in electronic form: Section 67, which prohibits the 
publication, transmission, or distribution of pornographic material, carries a maximum penalty of three years in 
prison or a fine for a first offense and up to five years in prison or a fine for a second.
Ø Publishing or transmitting of material containing sexually explicit act, etc., in electronic form: Section 
67A defines publishing, transmitting, or assisting in the transfer of sexually explicit material as a misdemeanour, 
which carries a maximum sentence of five years in prison and a fine for a first conviction and a maximum sentence of 
seven years in prison and a fine for a subsequent conviction.

3.3 The Indecent Representation of Women Bill, 2012
Obscene depictions of women in publications, advertising, and other media are prohibited by this Bill. With the 
passage of this bill, the legal framework will be expanded to cover electronic and audio-visual media, as well as the 
distribution of information online and the representation of women on the internet. But as of July 2021, this Bill has 
been withdrawn.

4. Role of Indian Judiciary
The Indian judiciary has played a significant role in addressing cybercrime against women by delivering several 
landmark judgments. Some of these cases are highlighted below:

Ritu Kohli Case:  The Ritu Kohli Case was India's first reported instance of cyber stalking. Mrs. Ritu Kohli filed a 
complaint with the police, stating that an individual was impersonating her online on for four consecutive days, 
primarily in the Delhi Channel. The impersonator used her name, shared her address, and engaged in inappropriate 
conversations. Furthermore, the individual intentionally provided her phone number to other chat participants, 
encouraging them to call her at odd hours.

As a result, Mrs. Kohli received nearly 40 calls within three days, significantly disrupting her personal life. 
Following an investigation, the police traced the IP addresses, conducted a thorough inquiry, and arrested the 
offender. A case was filed under Section 509 of the Indian Penal Code (IPC), but the accused was later released on 
bail. This case marked India's first official report of cyber stalking.

Cyber stalking, much like email harassment, is not explicitly addressed under existing cyber laws in India. 
However, such offenses can be prosecuted under:
· Section 72 of the Information Technology (IT) Act, 2000 – for breach of confidentiality and privacy.
· Section 441 IPC – for criminal trespass.
· Section 509 IPC – for outraging a woman's modesty.

This case set a precedent for recognizing cyber stalking as a punishable offense, highlighting the need for stronger 
legal provisions to tackle digital crimes.

In case of Avnish Bajaj v. State (N.C.T.) of Delhi[1], Bazee.com a customer to customer website was caught selling 
MMS videos in the name “DPS girls having fun”. Vanish bajaj CEO of the sales company was arrested and was his 
bail plea was rejected. He was arrested under section 67 of the Information Technology Act, 2000. In this case, the 
defendants claimed section 67 of Information Technology Act, 2000 relates to publication of obscene material not 
transmission of it. The court held that actual obscene recording/clip could not be viewed on the portal of 
Baazee.com.

A Chennai court rendered a decision in State of Tamil Nadu v. Suhas Katti[2] in 2004. After declining a man's 
marriage proposal, the divorced woman complained to the police about him sending her offensive, defamatory, and 
bothersome messages in a Yahoo message group. In order to forward emails received in the woman's name, the 
accused created a phony email account. People who thought the victim was soliciting for sex work also called her. 
After the police complaint was filed in February 2004, the Chennai Cyber Crime Cell was able to secure a conviction 
within seven months of the First Information Report being filed. Katti received two years of rigorous imprisonment 
and a fine of Rs. 500 for violating S. 469 IPC (forgery with the intent to damage one's reputation), one year of simple 
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imprisonment and Rs. 500 for violating S. 509 IPC (words, gestures, or acts meant to offend a woman's modesty), 
and two years of rigorous imprisonment and a fine of Rs. 4,000 for violating S. 67 of the IT Act 2000 (punishment for 
publishing or transmitting obscene material in electronic form).

In Shreya Singhal v. Union of India [2], this ruling, which relates to section 66A of the Information Technology Act 
of 2000, is historic. This section was not part of the Act when it was first passed, but it was made effective on October 
27, 2009, by an Amendment Act of 2009. "A rapid increase in computer and internet use has given rise to new forms 
of crimes like publishing sexually explicit materials in electronic form, video voyeurism, breach of confidentiality 
and leakage of data by intermediary, e-commerce frauds like personating commonly known as Phishing, identity 
theft, and offensive messages through communication services," the Amendment Bill explains in its justification for 
the insertion of section 66A. Therefore, in order to prevent such crimes, penal provisions must be incorporated into 
the Indian Penal Code, the Indian Evidence Act, the Information Technology Act, and the Code of Criminal 
Procedure.

5. Analysis of Present Legal System
The rising number of crimes against women is a significant concern for any state, but cybercrimes pose an even 
greater challenge due to the anonymity the internet provides. Criminals can easily create fake identities and engage 
in illegal activities, making detection and prosecution difficult. To combat this, the government should implement 
stricter regulations for Internet Service Providers (ISPs), as they have complete access to data being used by 
individuals online. ISPs should be required to report any suspicious activities, which would help in preventing 
cybercrimes at an early stage.

Additionally, cyber cafes should be subject to stricter regulations, ensuring they maintain detailed records of 
customers who use their internet services. Many individuals engage in cybercrimes from cyber cafes to mask their 
identities and avoid detection. Proper record-keeping would make it easier for law enforcement agencies to track and 
identify offenders.

Public awareness regarding cyber safety and digital rights is also crucial. Many internet users in India are unaware 
of their rights and legal protections in cyberspace. Efforts must be made to educate people on how to safeguard 
themselves against cyber threats and ensure responsible digital behavior.

One of the major obstacles in addressing cybercrimes against women lies in procedural legal challenges, including 
jurisdictional conflicts, lack of sufficient evidence, and an underprepared judiciary. The judiciary plays a crucial role 
in shaping legal frameworks to combat cybercrimes effectively. With the expansion of cyberspace, traditional 
territorial boundaries have become less relevant. The jurisdictional limitations under Section 16 of the Code of 
Civil Procedure and Section 2 of the Indian Penal Code may not be sufficient to address cyber-related offenses, 
necessitating alternative dispute resolution methods for effective enforcement.

6. Conclusion
Several laws have been enacted to address cybercrimes against women, but continuous efforts are needed to ensure 
that technological advancements are used for ethical and legal purposes rather than criminal activities. 
Policymakers, law enforcement agencies, women's rights activists, and social organizations must recognize that 
cyberspace is as serious an issue as any other societal problem.

India, with its vast internet user base, faces a high risk of cybercrimes. Monitoring such a large digital landscape is 
challenging, and the government must strengthen cyber security measures to keep up with rapid developments in 
data services and internet access. In today's world, cyber security is as critical as national security, and building 
physical defenses will be ineffective if the real battle is being fought in the digital space. While global concerns over 
nuclear warfare persist, cyber warfare has become an even more immediate and pressing issue. India must 
ensure that women are not subjected to further victimization in this ever-evolving digital landscape.
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1. Introduction
Machine Learning (ML) is a powerful subset of artificial intelligence (AI) that enables machines to automatically 
learn from data and improve over time without being explicitly programmed. In traditional programming, a 
developer writes specific rules and instructions to solve a problem. In contrast, in ML, the system learns patterns and 
insights directly from data. This ability to "learn" allows ML algorithms to adapt and generalize from examples, 
making them particularly suited for tasks where traditional rule-based systems might fall short or be impractical[1].
The Three Main Paradigms of Machine Learning:

Supervised Learning (SML):In Supervised Learning, the model is trained using a labeled dataset, where each data 
point comes with a corresponding target or output value. The goal is for the model to learn the mapping between 
input features and their associated labels so that it can predict the output for new, unseen data. Supervised Learning 
tasks are often categorized into classification (predicting discrete labels, such as whether an email is spam or not) and 
regression (predicting continuous values, such as house prices)[2].
Common algorithms: Linear Regression, Decision Trees, Support Vector Machines, Neural Networks, etc.

Unsupervised Learning (UML): In contrast to SML, Unsupervised Learning involves datasets that do not have 
labeled outcomes. The goal here is to find hidden structures or patterns in the data. The system tries to identify 
inherent groupings or correlations without any predefined outputs. For example, in clustering, a model might 
discover natural groupings of customers based on purchasing behavior without knowing the predefined categories.
Common tasks: Clustering (e.g., K-Means, DBSCAN), Dimensionality Reduction (e.g., PCA), Anomaly Detection, 
etc.

Reinforcement Learning (RL): While not the focus of your paper, it's worth noting that Reinforcement Learning is 
another key paradigm of ML. In RL, an agent learns by interacting with an environment and receiving feedback in 
the form of rewards or penalties. It's particularly useful for decision-making problems where the model has to take a 
series of actions to maximize cumulative reward (e.g., robotic control, game playing)[2].
In this paper, we are focusing specifically on the first two paradigms (Supervised and Unsupervised Learning), 
which have seen wide applications in various domains.

Why Focus on Supervised and Unsupervised Learning?
Supervised and Unsupervised Learning techniques have rapidly evolved and are integral to solving real-world 
problems, but they each come with distinct advantages and limitations. Let's delve deeper into why understanding 
these two paradigms is important[3][4].

Ø Applications across Domains:
Supervised Learning (SML): In fields like healthcare, SML is used for predictive modeling (e.g., diagnosing 
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diseases from medical images or predicting patient outcomes based on historical data). In finance, it's used for risk 
modeling, fraud detection, and credit scoring. The vast amount of labeled data available in these domains makes 
SML particularly powerful.

Unsupervised Learning (UML): In contrast, many applications lack labeled data, making UML an ideal solution. 
For example, marketing companies can use UML to segment customers into different groups based on purchasing 
behavior without needing predefined categories. Natural Language Processing (NLP) often uses UML techniques to 
uncover hidden semantic relationships in text data.
As more industries continue to digitize, the volume and complexity of data are increasing, and both SML and UML 
are critical in harnessing the potential of this data.
Ø Challenges in Data Acquisition and Labeling:
Supervised Learning's Data Dependency: One of the main limitations of SML is that it requires labeled data, 
which can be expensive, time-consuming, and labor-intensive to acquire. In real-world scenarios, labeling data 
requires domain expertise, and the lack of quality labels often limits the effectiveness of supervised models. For 
example, in healthcare, annotating medical images for supervised learning typically requires skilled radiologists.
Unsupervised Learning's Complexity and Ambiguity: While UML doesn't rely on labeled data, it comes with its 
own set of challenges. The algorithms often produce results that require human interpretation, and it's not always 
clear how to measure success (e.g., how to assess whether a clustering model has truly uncovered meaningful 
groups). Additionally, in high-dimensional data, unsupervised models can suffer from the "curse of dimensionality," 
where increasing data features make it harder to identify meaningful patterns.
Ø Large Datasets and Increasing Complexity: As datasets grow larger and more complex, SML and UML 
become increasingly important in tackling problems at scale. For example:
SML can be used to train models to predict outcomes based on large volumes of labeled data, which are becoming 
more common in fields such as autonomous driving, where systems are trained on vast amounts of sensor data.
UML plays a vital role when labeled data is scarce or unavailable, as it can extract insights from raw, unlabeled 
datasets, which are often the case in domains like social media analysis or big data analytics.
Ø Adapting to Changing Data Environments: Machine learning models need to evolve and adapt to new 
data over time. SML models may need to be retrained with new labeled data as patterns in the data change. 
Meanwhile, UML models, while not always requiring retraining with labeled data, can benefit from continual 
learning algorithms that help discover new structures as data evolves.

2. Fundamentals Of Supervised And Unsupervised Machine Learning
Supervised Machine Learning (SML) refers to a type of machine learning where the model is trained on a labeled 
dataset. Each input in the training set is paired with the correct output (label), allowing the algorithm to learn the 
mapping between the input features (predictors) and their corresponding output (target) values. The aim is for the 
model to predict the output for unseen, unlabeled data after training[5][6]. Table 1 shown the comparison and Table 2 
represent the Key Algorithms and Techniques of SML and UML.

Ø Training Data: A labeled dataset consisting of input-output pairs (X, Y). Here, X represents the input 
features (e.g., pixels of an image, characteristics of a customer) and Y represents the corresponding output label 
(e.g., the class label for an image, the price of a house).
Ø Learning Process: The model tries to find a function or mapping f:X→Y that can generalize well to new, 
unseen examples.
Ø Output: The model is expected to predict an output value based on the learned function, either by 
classification (discrete output) or regression (continuous output).
Types of Supervised Learning:
Ø Classification: The task of predicting a discrete label or category for the input data. Common algorithms 
include:
Ø Logistic Regression
Ø Decision Trees
Ø Random Forests
Ø Support Vector Machines (SVM)
Ø Neural Networks
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Example: Predicting whether an email is spam or not spam based on features like the presence of certain words.
Ø Regression: The task of predicting a continuous output. Common algorithms include:
Ø Linear Regression
Ø Polynomial Regression
Ø Support Vector Regression (SVR)
Ø Decision Trees for Regression
Example: Predicting the price of a house based on features like square footage, location, and number of rooms.
Ø Key Elements in Supervised Learning:
Ø Features (X): The input data or independent variables used to make predictions (e.g., age, income, etc.).
Ø Labels (Y): The desired output or dependent variable (e.g., disease diagnosis, customer purchase behavior, 
etc.).

Unsupervised Machine Learning (UML) involves training a model on unlabeled data—data that does not have 
predefined output labels. The goal of UML is not to predict specific outputs but to identify patterns, structures, or 
relationships within the data itself.
Since the data is unlabeled, the model's goal is usually to discover hidden structures or to reduce the complexity of 
the data (dimensionality reduction).

Ø Training Data: A dataset that contains input features but lacks corresponding output labels.
Ø Learning Process: The algorithm attempts to find underlying structure or patterns in the data, such as 
grouping similar instances together (clustering), finding important features (dimensionality reduction), or detecting 
anomalies.
Ø Output: The model typically outputs clusters, reduced dimensions, or associations rather than direct labels 
or values.
Ø Types of Unsupervised Learning:
Ø Clustering: The task of grouping similar data points together into clusters based on their features. The goal is 
to find natural groupings without prior knowledge of the data labels. Common algorithms include:
Ø K-Means Clustering
Ø DBSCAN (Density-Based Spatial Clustering of Applications with Noise)
Ø Hierarchical Clustering
Example: Grouping customers into segments based on purchasing behavior.
Ø Dimensionality Reduction: The task of reducing the number of features (or dimensions) in a dataset while 
retaining as much information as possible. Common techniques include:
Ø Principal Component Analysis (PCA)
Ø t-Distributed Stochastic Neighbor Embedding (t-SNE)
Ø Autoencoders (in deep learning)
Example: Reducing the dimensionality of gene expression data for visualization or further analysis.
Ø Anomaly Detection: Identifying rare or unusual instances that do not conform to the general pattern of the 
data. This can be useful for fraud detection, network security, etc. Common algorithms include:
Ø Isolation Forest
Ø One-Class SVM
Ø K-Means (with outliers as a separate cluster)
Example: Detecting fraudulent credit card transactions or network intrusions.
Ø Key Elements in Unsupervised Learning:
Ø Features (X): The input data (just like in SML) but without labels. Features could be anything from pixel 
values in images to transaction data in finance.
Ø Clusters or Reduced Dimensions: In clustering, the output will be a group of clusters that group similar data 
points together. In dimensionality reduction, the output will be a set of new features (principal components, for 
example) that capture the most important variance in the data.
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Table 1: Comparisons of SML and UML[1][2]

Table 2: Key Algorithms and Techniques of SML and UML[1][2][7]
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3. Evaluation Metrics And Performance Assessment
In machine learning, performance evaluation is critical for understanding how well a model is performing, and 
selecting the best model for deployment. For Supervised Learning (SML) and Unsupervised Learning (UML), there 
are distinct sets of evaluation metrics tailored to the nature of each paradigm—[8]. Some evaluation metrics and 
performance assessment form are sown in table 3.

Table 3: Evaluation Metrics and Performance Assessment of SML and UML—[8][9]

4. Applications of Supervised and Unsupervised Learning
Supervised learning excels in prediction and classification tasks like disease diagnosis, credit scoring, and spam 
detection. Unsupervised learning identifies patterns in unlabeled data, aiding in customer segmentation, anomaly 
detection, and recommendation systems. Both techniques are vital in enhancing AI-driven solutions across 
industries such as healthcare, finance, and marketing[10]. Table 4 represents the Summary of Applications of SML 
and UML.

Table 4: Summary of Applications of SML and UML[10][11]
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Table 4: Summary of Applications of SML and UML[10][11]

5. Challenges in Supervised and Unsupervised Learning
Machine learning techniques, including Supervised Learning (SL) and Unsupervised Learning (USL), come 
with their own set of challenges. These challenges can impact model performance, scalability, and real-world 
applicability[12]. Below table 5 explore the key challenges faced in both paradigms:

Table 5: Summary of Key Challenges[12][13]

6. Emerging Trends and Future Directions
The future of Supervised Learning (SML) and Unsupervised Learning (USL) is poised for significant 
advancements, driven by innovations like Semi-Supervised Learning, Transfer Learning, and Explainable AI 
(XAI). These trends promise to address current challenges such as data scarcity, model interpretability, and privacy 
concerns as shown in table 6. Furthermore, Deep Learning and Federated Learning will continue to push the 
boundaries of what is possible, enabling more personalized, privacy-preserving, and efficient machine learning 
systems across a range of applications. As these trends mature, they will enable more scalable, adaptable, and 
trustworthy AI solutions for complex, real-world problems [14].
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Table 6: Summary of Emerging Trends[14][15]

7. Conclusion

Supervised Machine Learning (SML) and Unsupervised Machine Learning (UML) are key approaches in solving 

real-world problems. SML leverages labeled data for tasks like classification and regression, excelling in healthcare, 

finance, and e-commerce. However, it requires extensive labeled data and faces risks like overfitting. Conversely, 

UML identifies patterns in unlabeled data, ideal for clustering, anomaly detection, and data compression. Despite its 

versatility, UML lacks clear evaluation metrics due to the absence of ground truth. Combining these approaches 

through techniques like semi-supervised learning and transfer learning enhances model performance. Emerging 

trends like federated learning and deep learning continue to improve both methods.
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